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Preface 

NeuroIS is a field in Information Systems (IS) that makes use of neuroscience and 

neurophysiological tools and knowledge to better understand the development, adop-

tion, and impact of information and communication technologies. The Gmunden Re-

treat on NeuroIS is a leading academic conference for presenting research and devel-

opment projects at the nexus of IS and neurobiology (see http://www.neurois.org/). 

This annual conference has the objective to promote the successful development of 

the NeuroIS field. The conference activities are primarily delivered by and for aca-

demics, though works often have a professional orientation. 

 

The conference is taking place in Gmunden, Austria, a much frequented health and 

summer resort providing an inspiring environment for the retreat. In 2009, the inaugu-

ral conference was organized. Established on an annual basis, further conferences 

took place from 2010–2015. 

 

The genesis of NeuroIS took place in 2007. Since then, the NeuroIS community has 

grown steadily. Scholars are looking for academic platforms to exchange their ideas 

and discuss their studies. The Gmunden Retreat on NeuroIS seeks to stimulate these 

discussions. The conference is best characterized by its “workshop atmosphere.” 

Specifically, the organizing committee welcomes not only completed research, but 

also work in progress. A major goal is to provide feedback for scholars to advance 

research papers, which then, ultimately, have the potential to result in high-quality 

journal publications. 

 

This year is the second time that we publish the proceedings in the form of an edited 

volume. A total of 24 research papers are published in this volume, and we observe 

diversity in topics, theories, methods, and tools of the contributions in this book. Al-

together, we are happy to see the ongoing progress in the NeuroIS field. Increasingly 

more people, both IS researchers and practitioners, have been recognizing the enor-

mous potential of neuroscience tools and knowledge. 
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Abstract. Several online businesses consider integrating social network func-

tionalities into their online store, thus creating digital social shopping networks 

(DSN). Because friends tend to be trusted or have similar interest, one often ex-

pects that shoppers will leverage their connections with them to simplify choice 

making and enhance the chances of finding well-suited products. Unfortunately, 

there is little evidence or theory to justify whether, when, and how this might 

manifest. In this research, we address this issue by developing a model of how 

decision-making unfolds in a DSN. The model can be used as a basis for a re-

search program aimed at explaining why, when, and by what means online 

shoppers leverage their social network or cease leveraging it. We outline the 

key features of an empirical strategy, which involves process tracing via the use 

of complementary techniques: navigation recording, verbal protocol and ocular 

activity. 

Keywords: Online shopping; Social networks; Cybernetic Theory; Process 

Tracing; Verbal Protocols; Eye-tracking. 

1 Introduction 

With worldwide sales reaching $1.5 trillion this year, business-to-consumer e-

commerce is more prevalent than ever and continues to be a powerful driver of retail 

growth [1]. An important challenge associated with this phenomenon is that it yields 

almost limitless product assortments and an overwhelming amount of consumer-

generated content (e.g., ratings and reviews), making online shoppers’ decision-

making process complex and often dissatisfying [2]. For example, searching for digi-

tal cameras on Amazon returns more than 30,000 alternatives, and searching for 

peers’ opinions on Thailand on TripAdvisor reports more than 2 million reviews. 

Designing online stores in such a way that shoppers are able to connect to and ac-

cess opinions from friends could help mitigate this issue because friends can make 

trustworthy and relevant recommendations, filtering out the informational clutter from 
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which contemporary online environments suffer. The potential of such information 

technologies, which we refer to as digital social shopping networks (DSNs), is thus 

promising. In fact, the results of a recent study suggest that DSNs can enhance the 

product search experience by yielding more serendipity [3], i.e., unexpected but use-

ful discoveries. In that study, the mechanisms underlying the emergence of serendipi-

ty relied on how socially embedded shoppers navigate the product space, which points 

to the utility of focusing on shoppers’ decision-making process as a unit of analysis to 

examine the potential value of DSNs. 

Therefore, our aim in the present research is to examine socially embedded shop-

pers’ decision-making process, focusing on finding out when, why, and how they 

initiate, engage, and cease activating their social network to identify and evaluate 

products of interest. We leverage the decision-making and online shopper behavior 

literatures to devise a research model that offers a contingent cybernetic view of con-

sumers’ decision-making process in a DSN setting. The model is cybernetic in that it 

assumes that online shoppers self-regulate their search behaviour by feedback loops. 

In other words, the model proposes that shoppers engage in and revise a set of product 

search tactics in order to meet their goals (e.g., learning, being efficient, finding a new 

product). The model is contingent in that it assumes that shoppers may pursue differ-

ent strategies (e.g., social vs. non-social) depending on their potential value they at-

tribute to their network.  

This research contributes to the literatures on consumer decision-making and digi-

tal networks. Regarding the former, substantial research has reported that consumers 

are pragmatic beings who seek satisficing ways to reach their goals [4], and that their 

decision-making process reflects a contingent form of information processing [5] that 

involves a degree of self-regulation [6]. We intend to add to this literature by explain-

ing how these assumptions apply in online social environments. Regarding the latter, 

there has been a growing interest in digital network research [e.g., 7, 8–15]. Yet, very 

little work has yet examined what such networks imply for e-commerce in particular 

– see [16] and [17] for exceptions. We extend this nascent literature by shedding light 

into how socially embedded shoppers’ product search unfolds and what may prevent, 

constrain, or enable its success.  

The next section presents the study background and the research model. The third 

section outlines our anticipated empirical strategy. Finally, we articulate what we feel 

are the most original and interesting potential contributions of this research. 

2 Theoretical Development 

The kind of search behavior studied in this research is a typical pre-purchase activity 

[18], which consists in shoppers conducting a product selection task within a particu-

lar category (e.g., movies), for which they need to navigate throughout a website to 

identify and evaluate alternatives that may fit their needs and interests. To examine 

this phenomenon, we adopt a contingent perspective that applies the principles of 

cybernetic theory [19], a framework used in several studies of human and organiza-

tional behaviour in information systems  or related fields [6, 20]. In the context of 

online consumer decision-making, this view implies that shoppers engage in a self-
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regulatory sequence of activities that involve (1) detecting what the decision-making 

environment affords (perception), (2) comparing perceptions to search goals (com-

parison), (3) leveraging the affordances of the environment to pursue product and 

information search (actions), and (4) assessing whether the action was successful and 

if more search is needed (consequence). The model also acknowledges that disturb-

ances can happen, that is, there are risks that a shopper might misdirect efforts (i.e., 

overinvest in search which will not yield additional insight or underinvest and thus 

not be able to obtain enough information to make a good choice). Figure 1 represents 

our application of this view to the study of consumer decision-making in online set-

tings that afford access to friends and their product evaluations. 

 
Fig. 1. Proposed Theoretical Model  

 

Thus, the proposed model submits the following contingent loop of activities:  

(1) First, shoppers initiate the process through SN consideration, i.e., shoppers’ 

sense making with respect to what the DSN affords. Two aspects can be distinguished 

here: sensory (mostly visual, in our context) and cognitive (understanding). Similar to 

others [e.g., 21], we consider a website as a stimuli-based decision-making environ-

ment. In a DSN context, stimuli take the form of features such as links to access a list 

of one’s direct SN contact (e.g., list of friends) or a list of these contacts’ opinions 

towards products (e.g., social feed). We anticipate the salience of those stimuli to a 

shopper to depend on the website’s design but also on the idiosyncratic properties of 

her network (e.g., how many friends she has, how active they have been in creating 

content).  

(2) Second, shoppers assess the potential value of using their network in pursing 

the product selection task (SN value appraisal). A framework particularly useful to 

think about SN value appraisal is information foraging, a theory that focuses on the 

question of how individuals navigate information spaces such as websites [22, 23]. 

An important concept of this theory is information scent; it refers to the degree of 

informativeness of the stimuli or cues (e.g., filters and links on websites) noticed and 

eventually used by information foragers to select which information sources to pursue 

and consume [24, 25]. According to this theory, information seekers adjust their navi-

gation behaviors to follow high-scent cues so as to ultimately maximize the rate of 

gaining valuable information, i.e., be more efficient with respect to their information 
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search [22]. In line with this view, we expect shoppers to evaluate their network’s 

potential value based on two aspects: (i) the ability of friends in their network to offer 

reliable and interesting product recommendation – i.e., network quality criteria such 

as how trustworthy friends are [26], and (ii) their own curiosity in filling an infor-

mation gap by discovering what familiar others (friends) have bought or recommend-

ed [27].  

(3) When SN value is sufficiently1 high, shoppers should be motivated to exploit 

their network (SN activation). In line with the traditional two-stage view of decision-

making (the screening of product alternatives followed by the in-depth evaluation of a 

smaller consideration set), we conceptualize SN activation via two kinds of actions: 

(i) navigating the network, an information-seeking behavior that involves relying on 

one’s friends to reach certain products of interest [28], and (ii) acquiring content in 

the network, i.e., obtaining the opinions or advice from friends on products of interest.  

(4) Non-social search refers to shoppers’ actions that do not involve using their 

network. Such actions may include the use of other heuristics such as considering or 

choosing the cheapest or the most popular products only, or the pursuit of a more 

systematic strategy that relies on an elaborate, logical, product selection and evalua-

tion process. We expect shoppers to engage in Non-social product search when they 

have either not noticed the social signals conveyed by the DSN or when the perceived 

informational scent of their SN does not match the information requirements dictated 

by their goal (e.g., when they believe that friends are not relevant enough to feel the 

need to fill an information gap or are not able to make a good recommendation).  

(5) Last, the consequence stage is reflected in the status assessment construct, 

defined as shoppers’ evaluation of whether they should keep on searching for addi-

tional product alternatives or information about them. One reason for deciding to exit 

the process is the feeling of being able to make a sufficiently good decision consider-

ing the additional effort that may be required to keep on identifying or evaluating 

alternatives. While different shoppers may prioritize different criteria for assessing the 

status of their search, we expect that discovery [29] and/or fit [30] will be important 

ones. Another (undesirable) reason for exiting the process may be the feeling that the 

environment does not and will not be able to help the shopper make up her mind. 

3 Empirical Strategy  

We will use an approach that enables capturing behavioural, cognitive, and neuro-

physiological measures in a controlled environment. Experimental subjects will be 

asked to use a custom-developed DSN to conduct a product (mobile apps and movies) 

selection task. The concepts and relationships presented in Section 2 will guide our 

empirical enquiry. Because the research model specifies constructs of different nature 

(attention, cognitions, website navigation), we plan on collecting data via a mix of 

process tracing methods [31, 32]. 

                                                                 
1 The term sufficient has a pragmatic connotation that fits with the idea that SN value is as-

sessed by users based on their own standards and needs 
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The experiment will employ a 2 x 2 factorial design, with product type (movie vs. 

mobile app) and time constraint (low vs. high) as the two factors. These two factors 

were chosen to create variance in shopping contexts and enhance external validity. 

Our custom-built experimental platform will be populated with real instances of mov-

ies and mobile apps, and will connect to the Facebook’s API to obtain our study par-

ticipants’ social network data, which we will use to create functionalities that afford 

accessing friends and their product recommendations, as we explain next.  

Our data collection strategy will unfold in two stages. The first stage will happen 

exclusively online. We will recruit an initial set of participants using a panel at our 

university. Once they register (using their Facebook credentials), they will complete a 

review task, i.e., rate and give their opinions on the apps and movies they know of, 

and they will be incentivized to refer our study to their Facebook friends; we will also 

use Facebook to advertise the study further to a specific audience restricted to the 

Facebook friends of those already signed up. Those mechanisms (referral and targeted 

advertising) will be used to ensure that we obtain a sample of interconnected partici-

pants (without which we would not be able to assess our model). Second, approxi-

mately one month after having completed the first stage, we will get in touch again 

with the participants who completed the first stage, and invite them to come to our lab 

for a follow-up study, during which they will conduct a product choice task and the 

data relevant to our research model will be collected. 

Returning subjects will be randomly assigned to five groups (four groups deter-

mined by our factorial design, and a control group in which the experimental website 

will not connect subjects to their social network). In the low time constraint condition, 

subjects will be given no time limit while in the high time constraint, a 5 minute 

countdown timer will be displayed on the screen. Subjects will be asked to browse the 

site to compile a list of three apps or movies they would be interested in purchasing. 

They will receive money rebates on selected products. This ‘product discovery’ task 

aims at motivating subjects to search for information that will assist them in making a 

satisfying decision. During this product search task, subjects will be connected to 

their ‘natural’ social network. In other words, the review content created by their 

Facebook friends who participated to the study will be made accessible to them via 

‘list of friends’ and ‘feed of friends’ recommendations’ features. 

During this experiment, we will collect a set of behavioural, cognitive, and neuro-

physiological data. As for behaviors, users’ mouse movements will be automatically 

recorded via asynchronous JavaScript coded into the website and a Camtasia video 

recorder. Ocular activity (fixations and saccades) and verbal protocols are two addi-

tional methods that complement each other in supporting the tracing of experimental 

subjects’ information processing [33]. Thus, we plan to use concurrent neutral-

probing verbal protocol, which is considered a powerful method for discovering the 

cognitive dynamics of information search and processing in unstructured environ-

ments [34]. A small portion of our subjects (5-15 range) will be asked to “think 

aloud” while simultaneously engaging in the task, their computer screen being video-

recorded. Autonomic nervous system activity will be captured via a Tobii screen-

based eye tracker, to record eye fixations and movements on the totality of our sam-

ple. Fixation patterns refer to short gazing stops where the eye is able to process in-

formation. This data will provide insights on the subjects’ focus of attention during 



6 

the completion of their task, thus helping in particular to capture aspects related to 

‘SN consideration’ (Fig. 1). Eye fixations and movements tend to reflect though pro-

cesses, so they will offer a trace of the choice process that is not easily censored by 

subjects, and thus it will serve as a useful supplement to the verbal protocols and 

navigation data by indicating which information is attended to and used irrespective 

of what subjects say or do [36]. To analyse this data (navigation pattern, verbal proto-

cols, eye movements). Two people from our research team will tabulate the frequency 

of occurrence of items of interest using a coding scheme that will be developed a 

priori based on the research model’s constructs and the four key aspects characteriz-

ing an information search strategy (content type, depth, sequence, latency) [35]. 

4 Expected Research Contributions and Extensions 

This research is a work-in-progress, and thus a first step toward developing a better 

understanding of online shoppers’ product search experience when using a digital 

social shopping network. Ultimately, we hope the knowledge gained from this re-

search will help UX practitioners design environments that better support online 

shoppers’ information search and decision-making. While prior research found that 

decision-makers adapt to their informational environment [37] and seek to maximize 

value while minimizing effort [38], we aim to contribute further by explaining if and 

how such assumptions manifest in the case of socially-embedded shoppers. In addi-

tion, the proposed process perspective leaves some room for exploration and should 

reveal a greater variety of potential outcomes compared to a more traditional ‘input-

output’ approach (i.e., effect of X on Y) [39], thus offering useful implications for 

future work such as finding out which variables – perhaps unexpected ones -  are 

worth studying in greater depth.  

Other neurophysiological methods offer opportunities to expand this research by 

enabling to capture more ‘immediate’ effect of DSNs on consumer behaviors, cogni-

tions and emotions [40–44]. The model we presented in this paper is situated at a 

high-level of abstraction, leaving the room for more micro-level investigations that 

would focus on specific facets of shoppers’ use of DSNs. For example, much needs to 

be learned about shoppers’ emotional reactions (e.g., arousal) to the presence of 

friends in online shopping environments, and techniques such as electromyography 

(EMG), electro-dermal activity (EDA), electroencephalography (EEG), and function-

al magnetic resonance imaging (fMRI) would be useful in that regard [44]. Trust in 

friends is another key construct in the study of decision-making in DSNs, and tech-

niques such as fMRI could help inform researchers about the potential of DSN at 

reducing uncertainty by inducing a sense of credibility and/or benevolence from ad-

vice givers present in one’s network [45–47]. Finally, because mental workload is a 

constant concern in the design of online shopping environments, the use of eye-

tracking-based pupillometry could help investigate whether SNs can contribute to 

decrease effort or become more useful in high workload situations [48–50]. 
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Abstract. Online forums sponsored by Electronic Networks of Practice (ENPs) 

have become an important source of information for individuals seeking solu-

tions to problems online.  However, not all information available in a forum is 

helpful or accurate, requiring knowledge seekers to evaluate and filter the solu-

tions they encounter.  Most forums offer peripheral cues to help knowledge 

seekers make evaluation decisions, yet little is understood about the information 

filtering patterns people engage in when filtering information on ENP forums.  

This paper reports the results of a pilot fMRI study designed to elucidate the 

neural correlates involved in evaluating both content and peripheral cues en-

countered on an ENP forum.  The ultimate goal of this research is to better un-

derstand information processing patterns in online forums and how these pat-

terns produce more or less accurate filtering results.   

Keywords: fMRI ∙ Electronic network of practice ∙ information filtering ∙ 

online forum ∙ programming experiment 

1 Introduction and Theory 

Electronic networks of practice (ENPs) are collections of geographically separated 

individuals who share common interests but are loosely affiliated and communicate 

via technology-mediated channels [1].  One of the most common tools used by ENPs 

is the online knowledge forum, a virtual bulletin board where ENP members can post 

and retrieve knowledge about various problems relevant to network members. For 

example, a programmer searching for a solution to a programming problem might 

access an online forum such as stackoverflow.com or dreamincode.net to post a query 

requesting information from other ENP members or to search for existing queries that 

match her own.  In response, ENP members post potential solutions, often in the form 

of actual code blocks.  Surrounding these solutions, most forums offer additional 

peripheral cues to the information seeker, such as characteristics of the respondent 
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(e.g., expertise level), endorsement of the solution by an expert ENP member, or 

validation of the solution by other members of the community.     

To-date, research has explored what motivates individuals to contribute 

knowledge to an ENP forum [1, 2]; however, research that examines how individuals 

evaluate and ultimately adopt knowledge from such forums is more scarce. Recent 

studies in this area have employed dual process theories of cognition [e.g., 3], which 

suggest that, depending on their expertise and motivation, knowledge seekers may 

engage both central route processing (deliberate evaluation of the knowledge content 

itself) and peripheral route processing (interpretation of various peripheral cues sur-

rounding the knowledge) when evaluating information.  Results show that even peo-

ple who possess the expertise to evaluate information on its own merits often rely on 

peripheral cues available in ENP forums (such as third-party validation of a solution) 

in deciding what information to adopt [4].  Moreover, attentional switching patterns 

between central and peripheral processing employed by knowledge seekers also ap-

pears to influence the normative accuracy of filtering decisions [5]. 

While the studies cited above have begun to yield insight into the ways that people 

evaluate information encountered in ENP forums, they are limited in their ability to 

elucidate the cognitive processes that underlie filtering decisions.  As with many be-

havioral IS studies examining similar phenomena, cognitive processing is inferred 

through either observed behavioral patterns or through gaze data captured by an eye-

tracking device.  Advances in neuroimaging technologies and their application in the 

IS field have created new opportunities to “further advance our knowledge of the 

complex interplay of IT and information processing, decision making, and behavior” 

[6, p. 687]. Our objective in this study is to leverage fMRI data to localize brain areas 

responsible for both central and peripheral route processing of information encoun-

tered on an ENP forum, thereby achieving more complete understanding of the cogni-

tive mechanisms underlying information filtering behaviors.  

Although the application of neuroimaging to dual process cognition is, to our 

knowledge, novel in IS literature, some studies have shown distinct neurological 

patterns associated with peripheral and central route processing in other domains.  For 

example, Goel et al. [7, 8] found that in syllogistic reasoning tasks, stimuli that con-

formed to a belief bias (a heuristic or peripheral route processing strategy) activated a 

different area of the brain than those that were not amenable to this heuristic and 

therefore required more concentrated logical analysis. Specifically, the right lateral 

prefrontal cortex was associated with more in-depth central-route thinking, while the 

ventral medial prefrontal cortex was more active in heuristic-based judgments.  Later 

studies have offered further evidence for this distinction [9, 10]. A meta-analysis of 

previous studies reporting activations in these regions indicates that activations in the 

right lateral prefrontal cortex is most commonly associated with the terms “beliefs” 

and “reappraisal” [11]. Activation in the ventromedial prefrontal cortex is most com-

monly associated with “theory of mind” [12]. Accordingly, it seems that central pro-

cessing may be associated with updating or reappraising one’s own beliefs while 

peripheral processing may be associated with evaluating the beliefs of others. Based 

on the results of this research, we hypothesize the following: 
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H1: Central route processing (evaluation of the solution content itself) is associated 

with higher activation in the dorsolateral prefrontal cortex than peripheral route pro-

cessing (evaluation based on peripheral cues). 

 

H2: Peripheral route processing exhibits higher activation in the ventromedial pre-

frontal cortex than central-route processing 

2 Methodology 

We used functional magnetic resonance imaging (fMRI) to observe the cognitive 

processing patterns of software developers as they were presented and asked to rate 

solutions to problems that were found online. Six experienced software developers 

(all male, average age 29 years, average of 4.8 years programming experience) were 

recruited from local companies to participate in the pilot study and were compensated 

with $25 or a 3D model of their brain for their participation. Participants were first 

shown an introductory video to acclimate them to the experimental instrument and 

task. After a localization and structural scan in the MRI, participants were trained in 

the experimental instrument. They were then presented with 2 separate blocks of 

questions/solutions that are described below. After the experiment, a short survey was 

used to gather demographics and perceptions about the experimental task.  

During the experiment, participants were shown a total of 48 programming solu-

tions in sequence (eight solutions for each of six programming problems). Problems 

were selected that were easily understandable and could be evaluated in a short 

amount of time but that still required a systematic evaluation to assess the quality of 

the proposed solution (e.g., sorting an array, testing whether a word is a palindrome). 

The experimental interface was modeled after actual online programming forums, and 

showed the code that purportedly would solve the problem as well as two peripheral 

cues, expert rating and community rating, that attested to the validity (or lack thereof) 

of the presented solution. Additional information such as the name of the expert who 

provided the judgment, an avatar, join date, and number of posts were also included to 

increase the face validity of the interface. Solutions varied based on their correctness 

(actually solves the problem or doesn’t), expert rating (recommended or not) and 

community rating (large percentage recommended it or did not recommend it). Solu-

tions for a given problem were presented in sequence to minimize cognitive burden; 

however, all other aspects of stimulus presentation were randomized, including prob-

lem order, solution order within each problem, expert ratings, community ratings, and 

information about the expert who provided the rating. Expert names and images were 

extracted from actual ENP forums.  Figure 1 shows a solution for one of the problems 

presented. 

Participants viewed the experimental instrument on a large MR-compatible moni-

tor at the opening of the MRI scanner by means of a mirror attached to the head coil. 

Participants used a 4-button controller to interact with the experimental instrument 

and provide ratings of their likelihood of adopting the presented solutions. To isolate 
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cognitive processing differences in peripheral processing (evaluation based on expert 

and community ratings) vs. central processing (evaluation of the solution itself), we 

controlled the visibility of solution components. Because peripheral cues are often 

used to filter potential solutions [4], participants were first shown only the peripheral 

cues with the code blurred and were required to rate their likelihood of adopting the 

solution based on these cues alone.  After entering their rating, the code was un-

blurred and participants were allowed to adjust their rating if desired after examining 

the code itself.  Each solution was presented for a total of 30 seconds.  

 

 
Fig. 1. Sample stimulus 

3 Analysis and Results 

Each participant in the pilot study contributed a standard-resolution structural scan, 

and two functional MRI (fMRI) scans using a 3T Siemens Tim Trio scanner. During 

the fMRI scans, participants completed the behavioral task. Imaging data were ana-

lyzed using the Analysis of Functional Neuroimages (AFNI) suite of programs [13] 

and the Advanced Normalization Tools (ANTs) [14, 15] following common proce-

dures including co-registration, correcting head motion, and spatially normalized for 

group analyses. Behavioral vectors coded for trials where participants were either 

examining the peripheral cues or both peripheral and central cues were created in the 

first level regression analysis. The fMRI model also included vectors that coded for 

scan run, scanner drift, and motion. The resulting beta coefficients were entered into 

group-level analyses as described below. We corrected for multiple comparisons 

using the AFNI ClustSim program, which uses Monte Carlo simulations to calculate 

the appropriate clusters of voxels that are large enough to be statistically significant 

[16, 17]. Using a voxel-wise threshold p-value of < .001 the calculated minimum 

cluster threshold was 20 voxels.  



5 

 

Using the deconvolved fMRI data, we conducted pairwise t-tests to evaluate differ-

ences in brain activity for central cues vs. peripheral cues. The analysis revealed 14 

significant activation clusters. Three clusters exhibited more activity for central pro-

cessing (evaluating the solution code itself) including left middle frontal gyrus, left 

inferior frontal gyrus, and left superior frontal gyrus. Two of the clusters that pro-

duced higher levels of activation when evaluating code are part of the dorsolateral 

prefrontal cortex and the third cluster is part of the ventrolateral prefrontal cortex. 

These results provide support for H1. 

Figure 2 highlights brain regions that are more active for central processing (or-

ange) and peripheral processing (blue). 

 

 
Fig. 2. Activation based on evaluation of central -vs- peripheral cues 

4 Discussion and Conclusion 

Significant activation related to central route processing supports the idea that evalu-

ating code solutions on an ENP forum requires higher cognitive functions. For exam-

ple, the superior frontal gyrus contributes to higher cognitive functions and specifical-

ly to working memory [18] and has been unequivocally linked to switching between 

distinct cognitive tasks [19], whereas the left inferior frontal gyrus is involved in the 

control of information from long-term memory [20] and has consistently been associ-

ated with semantic selection, processing and operations [21, 22]. The functionality 

provided by these areas is clearly important when evaluating blocks of code and as-

sessing their likelihood of solving a specific problem. 

When evaluating the peripheral cues, participants took into account expert and 

community ratings that at times were conflicting in order to arrive at a judgment of 

the quality of the solution. We suspect that several of the significant differences relat-

ed to peripheral cues appear due to increased levels of hand movement that stem from 

selecting or changing ratings. Previous studies have reported that many aspects for the 

parietal lobe are directly related to motor functions including sensory input from 

hands (superior parietal lobule), sense of touch (postcentral gyrus), and interpretation 

of sensory information (inferior parietal lobule) [23, 24]. Results related to the anteri-

or and posterior cingulate merit further investigation. While these areas have been 

implicated in visceromotor, skeletomotor and eye movements [25], they have also 

been shown to be linked to rational cognition including rewards, decision making, and 

cognitive control [26, 27]. 
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This study is among the first to provide empirical evidence of the diverse cognitive 

processes involved in to filtering information in online ENP forums. Our goal is to 

build on these results in future studies to explore how different types of cognitive 

processing affect the accuracy of information filtering decisions.  

References 

1.  Wasko MM, Faraj S (2005) Why Should I Share ? Examining Social Capital 

and Knowledge Contribution in. MIS Q 29:35–57. 

2.  Wasko MM, Teigland R, Faraj S (2009) The provision of online public goods: 

Examining social structure in an electronic network of practice. Decis Support 

Syst 47:254–265. doi: 10.1016/j.dss.2009.02.012 

3.  Petty RE, Cacioppo JT (1986) The Elaboration Likelihood Model of 

Persuasion. Adv Exp Soc Psychol. doi: 10.1016/S0065-2601(08)60214-2 

4.  Meservy TO, Jensen ML, Fadel KJ (2014) Evaluation of competing candidate 

solutions in electronic networks of practice. Inf Syst Res 25:15–34. doi: 

10.1287/isre.2013.0502 

5.  Fadel KJ, Meservy TO, Jensen ML (2015) Exploring Knowledge Filtering 

Processes in Electronic Networks of Practice. J Manag Inf Syst 31:158–181. 

doi: 10.1080/07421222.2014.1001262 

6.  Dimoka A (2010) What does the brain tell us about trust and distrust? 

Evidence from a functional neuroimaging study. MIS Q 34:373–396. doi: 

Article 

7.  Goel V, Buchel C, Frith C, Dolan RJ (2000) Dissociation of mechanisms 

underlying syllogistic reasoning. Neuroimage 12:504–14. doi: 

10.1006/nimg.2000.0636 

8.  Goel V, Dolan RJ (2003) Explaining modulation of reasoning by belief. 

Cognition 87:B11–B22. doi: 10.1016/S0010-0277(02)00185-3 

9.  Tsujii T, Watanabe S (2009) Neural correlates of dual-task effect on belief-

bias syllogistic reasoning: A near-infrared spectroscopy study. Brain Res 

1287:118–125. doi: 10.1016/j.brainres.2009.06.080 

10.  Klucharev V, Smidts A, Fern??ndez G (2008) Brain mechanisms of 

persuasion: How “expert power” modulates memory and attitudes. Soc Cogn 

Affect Neurosci 3:353–366. doi: 10.1093/scan/nsn022 

11.  Yarkoni T NeuroSynth.org. In: 10.5281/zenodo.9925. 

http://neurosynth.org/locations/?y=22&x=52&z=12. Accessed 25 Apr 2016 

12.  Yarkoni T NeuroSynth.org. In: 10.5281/zenodo.9925. 

http://neurosynth.org/locations/?y=34&x=4&z=-16. Accessed 25 Apr 2016 

13.  Cox RW (1996) AFNI: software for analysis and visualization of functional 

magnetic resonance neuroimages. Comput Biomed Res 29:162–73. 

14.  Avants B, Epstein C, Grossman M, Gee J (2008) Symmetric diffeomorphic 

image registration with cross-correlation: Evaluating automated labeling of 

elderly and neurodegenerative brain. Med Image Anal 12:26–41. doi: 

10.1016/j.media.2007.06.004 



7 

 

15.  Klein A, Andersson J, Ardekani BA, et al (2009) Evaluation of 14 nonlinear 

deformation algorithms applied to human brain MRI registration. Neuroimage 

46:786–802. doi: 10.1016/j.neuroimage.2008.12.037 

16.  Forman SD, Cohen JD, Fitzgerald M, et al (1995) Improved assessment of 

significant activation in functional magnetic resonance imaging (fMRI): use 

of a cluster-size threshold. Magn Reson Med 33:636–47. 

17.  Xiong J, Gao JH, Lancaster JL, Fox PT (1995) Clustered pixels analysis for 

functional MRI activation studies of the human brain. Hum Brain Mapp 

3:287–301. 

18.  du Boisgueheneuc F Du, Levy R, Volle E, et al (2006) Functions of the left 

superior frontal gyrus in humans: A lesion study. Brain 129:3315–3328. doi: 

10.1093/brain/awl244 

19.  Cutini S, Scatturin P, Menon E, et al (2008) Selective activation of the 

superior frontal gyrus in task-switching: an event-related fNIRS study. 

Neuroimage 42:945–955. doi: 10.1016/j.neuroimage.2008.05.013 

20.  Moss HE, Abdallah S, Fletcher P, et al (2005) Selecting among competing 

alternatives: selection and retrieval in the left inferior frontal gyrus. Cereb 

Cortex 15:1723–1735. doi: 10.1093/cercor/bhi049 

21.  Poldrack RA, Wagner AD, Prull MW, et al (1999) Functional specialization 

for semantic and phonological processing in the left inferior prefrontal cortex. 

Neuroimage 10:15–35. doi: 10.1006/nimg.1999.0441 

22.  Costafreda SG, Fu CHY, Lee L, et al (2006) A systematic review and 

quantitative appraisal of fMRI studies of verbal fluency: role of the left 

inferior frontal gyrus. Hum Brain Mapp 27:799–810. doi: 10.1002/hbm.20221 

23.  Radua J, Phillips ML, Russell T, et al (2010) Neural response to specific 

components of fearful faces in healthy and schizophrenic adults. Neuroimage 

49:939–946. doi: 10.1016/j.neuroimage.2009.08.030 

24.  Caminiti R, Ferraina S, Johnson PB (1996) The sources of visual information 

to the primate frontal lobe: a novel role for the superior parietal lobule. Cereb 

Cortex 6:319–328. 

25.  Vogt BA, Finch DM, Olson CR (1992) Functional heterogeneity in cingulate 

cortex: the anterior executive and posterior evaluative regions. Cereb Cortex 

2:435–443. 

26.  Bush G, Vogt BA, Holmes J, et al (2002) Dorsal anterior cingulate cortex: a 

role in reward-based decision making. Proc Natl Acad Sci U S A 99:523–528. 

doi: 10.1073/pnas.012470999 

27.  Bush, Luu, Posner (2000) Cognitive and emotional influences in anterior 

cingulate cortex. Trends Cogn Sci 4:215–222. 

 

 

 

 



Helping an Old Workforce Interact with Modern IT:      

A NeuroIS Approach to Understanding Technostress and 

Technology Use in Older Workers 

Stefan Tams1 and Kevin Hill2  

1 HEC Montréal, Department of Information Technologies, Montréal, QC, Canada 

stefan.tams@hec.ca 

 
2 HEC Montréal, Department of Human Resources Management, Montréal, QC, Canada 

kevin.hill@hec.ca 

Abstract. Older workers (defined here as 60 years of age and over) are experi-

encing major problems using modern information technologies (IT). These 

problems include greater anxiety and more stress when using IT. The prolifera-

tion of interruptions mediated by IT is especially problematic for them. Thus, 

this research has four objectives: 1) to develop a research model explaining 

which broad-spectrum cognitive mechanisms mediate the impact of age on 

stress in today’s interruption age, 2) to explain the importance of having inter-

ruptions appear at predictable locations on the screen so as to help older work-

ers use IT with greater ease and efficacy, 3) to explain the importance of using 

calm interruptions (i.e., no animation or aural alert) to help older workers be 

less stressed and more productive members of the organizations they work for, 

and 4) to offer practical, concrete guidance regarding interruption design and 

organization to software engineers and managers. 

Keywords: Interruptions, Technostress, Stress, Age, Older workers. 

1 Introduction 

Anne Oldfellow approaches retirement age. To support her work as a sales manager, 

she has to use an ever-growing variety of ever more modern IT. Like many older 

workers, she has a positive attitude toward IT, but she faces trouble using it effective-

ly. Anne is especially bothered by frequent interruptions such as unexpected email 

notifications, system notifications, and instant messages; she finds them disruptive to 

mental work, preventing her from remaining concentrated on her task. Anne is frus-

trated and feels that IT threatens her well-being and job performance, assuming, “It’s 

not for me, I am too old!” This vignette illustrates the interdependency of two emer-

gent trends in organizations that warrant further study: the “graying” of the workforce 

and the pervasive growth of interruptions at work [1]. 
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Today’s workforce has to deal with countless interruptions mediated by IT, such as 

a constant stream of instant messages (through Skype for business), email notifica-

tions, meeting reminders, task reminders, text messages, etc. These technology-

mediated (T-M) interruptions are coming from laptops, smartphones, and other devic-

es, all of which beep, buzz, and blink relentlessly. Consequently, T-M interruptions 

constantly call for workers’ attention. In fact, they have grown to consume about a 

third of employees’ work days, causing stress [2,3,4]. The stress linked to IT, also 

termed technostress, can have hazardous consequences for employees in the forms of 

reduced psychological and physiological well-being (for example, negative emotions 

and elevated levels of stress hormones) [5,6,7,8,9,10]. As a result, workers’ perfor-

mance on IT-based tasks suffers [10].  

At the same time, the workforce is aging rapidly; in fact, it is said to be graying 

[11,12,13]. According to the OECD, all of its current thirty-four member countries are 

experiencing rapid population and workforce aging [12,14,15,16]. The number of 

older workers has increased from 15,906,000 in the year 2000 to 24,548,000 in 2012 

across the OECD countries, an increase of more than 50% [17]. Importantly, the trend 

toward an older workforce will continue into the future; the participation of older 

people in the workforce is expected to increase sharply over the next several decades 

across the OECD member countries [11,12]. 

As workers age, cognitive and biological changes occur. These changes include, 

for example, the reduced ability to ignore interruptions and remain concentrated on a 

task, challenges related to memory decline, and the reduced ability to operate com-

puter input devices [18,19,20]. As a result of these changes, older workers are more at 

risk of being affected by technological stressors in general, and T-M interruptions in 

particular [1]. Yet, little guidance currently exists in the corresponding literatures for 

technology designers in terms of how to design IT with older workers in mind [21]. 

Such guidelines would improve older workers’ well-being as well as their work per-

formance and, thus, merit careful investigation.  

This research will make theoretical and empirical contributions. It will offer a 

causal model elucidating the process by which age-related impacts on technostress 

unfold, and it will test the model by means of moderated-mediation analysis. The 

model will hypothesize that older workers experience more stress when using IT and 

encountering T-M interruptions than their younger counterparts due to the cognitive 

changes that occur with age, and it will help confirm that certain types of interruption 

presentation formats can moderate this problem for older workers. In doing so, this 

research will also contribute to the literature on interruption-based technostress by 

elucidating how and why such stress arises, by taking a design science approach to 

propose ways of moderating such stress, and by conceptualizing and measuring stress 

comprehensively using neuroscience methods and psychometrics. The combined use 

of neuroscience methods and psychometrics will help generate richer explanations for 

how interruption-based stress arises [10]. Finally, this research will advise practition-

ers on designing interfaces that older workers can use more effectively, a necessity for 

generations to come. With the dynamic nature of technological change that shows no 

sign of abating, older workers’ disadvantages will be just as acute in the future as they 
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are today. Overall, this research will confirm that one can lessen older workers’ prob-

lems in using IT by manipulating the nature and characteristics of T-M interruptions, 

allowing older people to remain productive members of the workforce in today’s 

interruption age. The next section provides the study background and develops our 

hypotheses. The third section outlines the general methodology to test our research 

model. The paper ends with concluding thoughts on its contributions. 

2 Background and Hypotheses 

Since this research will bring together different areas of inquiry, stress research and 

gerontology, it will draw on two complementary theoretical frameworks: person-

environment fit (P-E fit) theory (i.e., a stress theory) and theories of cognitive aging. 

P-E fit theory explains how the lack of fit between a person “P” and her environ-

ment “E” leads to stress [22,23]. Both P and E are broadly conceptualized and can be 

used to represent numerous distinct concepts. In this study, the “P” represents a per-

son’s mental resource availability and the “E” represents such environmental de-

mands as the complexity of the task environment. The degree of misfit between “P” 

and “E” is reflected in cognitive load, a construct that assesses the extent to which the 

capacity of a person’s working memory is overloaded. Cognitive load can be meas-

ured physiologically using eye-tracking (tracks changes in eye movements as well as 

pupil dilation) and EEG technology (assesses changes in brain activity), or it can be 

measured psychologically using Likert-type scales (questions that respondents answer 

using predefined response options ranging from “strongly agree” to “strongly disa-

gree”) [24,25]. Cognitive load increases with environmental demands or with cogni-

tive decline, ultimately causing stress. It is particularly linked to stress in the case of 

excessive demands from, for example, difficulties in navigating complex interfaces in 

addition to the regular task demands [26]. P-E Fit theory allows us to hypothesize that 

the cognitive decline associated with increased age will intensify technostress by 

increasing the cognitive load associated with computer-based tasks. Further, it allows 

us to hypothesize that the strength of this indirect effect depends on the presentation 

format of T-M interruptions such that the effect will be stronger for interruptions that 

use attention-grabbing features. Specifically, the effect will be stronger for interrup-

tions that appear at unpredictable locations on the screen in a non-calm manner (using 

animation and sound effects) than for interruptions that are calm (no animation or 

sound effects) and predictable in terms of where they will appear on the screen. 

Theories of cognitive aging explain the changes in cognitive abilities that occur as 

people age. As such, these theories complement P-E fit theory that also focuses on 

cognition, and they are germane to this research since IT-based work is cognitively 

demanding [27]. Pertinent frameworks of cognitive aging for this research include the 

inhibitory theory of cognitive aging [28] and attentional capture effects across age 

groups [29,30]. We will use these frameworks to explain why advanced age is, gener-

ally, only problematic for T-M interruptions that appear at unpredictable locations on 

the screen in a non-calm manner (using animation and sound), whereas it might be of 

no consequence for predictable, calm interruptions. 
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This research offers the following stress-related hypotheses (see Figure 1): 

H1: There is a positive correlation between age and stress. 

H2: Cognitive load mediates the positive correlation between age and stress. 

H3: Predictability of spatial location moderates the indirect effect of age on 

stress (via Cognitive load) such that this indirect effect will be weaker for in-

terruptions that appear at predictable locations on the screen than for inter-

ruptions that appear at unpredictable locations. 

H4: Interruption calmness moderates the indirect effect of age on stress (via 

Cognitive load) such that this indirect effect will be weaker for calm inter-

ruptions (i.e., interruptions appearing without the use of animation or aural 

alerts) than for non-calm ones (appearing with animation and aural alert). 

Age

Predictability of 
sptial location

Calmness

Cognitive 
Load Stress

+
_

_

+

Presentation format 
of interruptions

 
Fig. 1. Research Model 

 

Table 1. Construct Definitions.  

Construct Definition  

Age Chronologically younger compared to older individuals 

Cognitive load 
The mental load related to the executive control of working memory 

that increases with reduced cognitive abilities 

Predictability of 

spatial location 

Interruptions appearing at predictable locations on the screen versus 

interruptions appearing at unpredictable locations 

Interruption       

calmness 

Interruptions appearing with animation and sound effects versus 

interruptions appearing without such properties 

Stress 
The extent of psychological and physiological strain people experi-

ence as a result of their IT use 
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3 Methodology 

To establish the link between age and cognitive load as well as stress in people who 

encounter interruptions with predetermined characteristics, an experiment will be 

conducted. A website will be created for the experiment on the basis of industry 

standards. The interrupting messages will, also, be designed on the basis of industry 

standards and validated by domain experts from practice to ensure ecological validity. 

Furthermore, manipulation checks will be performed to ensure that the interruptions 

reflect those that the participants commonly encounter in the real world. The experi-

ment will employ a 2 × 2 × 2 factorial design. The factors will be: age (younger [<30] 

vs. older [>60]), predictability of spatial location (predictable vs. unpredictable loca-

tion on the screen), and interruption calmness (calm vs. animation and sound).  

Unpredictable interruptions will reflect the common situation in which various 

types of interruptions appear at various locations all over the screen, while predictable 

ones will present a scenario in which various types of interruptions appear all at the 

same location on the screen, in the bottom right hand corner. Calm interruptions will 

appear on the screen in an unassuming way, without animation or aural alert. By con-

trast, non-calm interruptions will possess these attention-grabbing properties. Thus, 

for this initial study we plan on using an extreme manipulation of calmness that em-

ploys both animation and sound effects together so as to make the interruptions as 

intrusive as possible with the twin goals of maximizing treatment variance and in-

creasing the efficiency of our experimental design (we will examine the individual 

effects of animation and sound in subsequent studies to tease apart how vision and 

hearing, which affect different brain regions and, thus, decline by different magni-

tudes as a function of age, might have differential impacts on the link between age 

and cognitive load [21]). We expect older adults to react significantly more strongly 

to our two moderating variables (i.e., predictability of spatial location and calmness).  

Cognitive load will be assessed using oculometry and EEG technology. Regarding 

the former, a state of the art Tobii eye-tracker will be used to record changes in eye 

movements and pupil dilation, where increasing pupil dilation (rather than decreasing 

dilation) is generally indicative of increases in cognitive load. As to EEG technology, 

cognitive load can be inferred on the basis of a change in the spectral power of the 

EEG signals [31]. The theta-band power at the Fz electrode position has been shown 

to increase with increasing mental load, whereas the signals in the alpha-band have 

been found to decrease at Fz and Pz positions with increasing load [31]. Our experi-

ment will employ an EGI wide-band EEG with 32-electrode headsets to record elec-

trical activity along the scalp and permit us to analyze changes in the theta and alpha 

bands, ultimately indicating changes in cognitive load [24,31]. 

To evaluate stress levels in our participants, salivary cortisol and α-amylase will be 

collected. These measures of stress are complementary in that they represent the two 

main systems responsible for the physiological aspects of stress: the autonomic nerv-

ous system (more specifically, the sympathetic-adrenomedullary system, whose main 

hormone is adrenaline) and the hypothalamic-pituitary-adrenal (HPA) axis [6,10]. 

Cortisol is a stress hormone that represents the HPA axis and has to passively diffuse 

into saliva from the general circulation. By contrast, α-amylase is a digestive enzyme 
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that is produced locally in the salivary glands. As such, it is a marker of the sympa-

thetic nervous system component of the psychobiology of stress that reflects changes 

in the stress hormone adrenalin (produced by the sympathetic-adrenomedullary sys-

tem). Α-amylase can be found in saliva in relatively high concentrations. We will 

control for possible confounding factors, such as alcohol or caffeine consumption. 

In addition, a behavioral performance measure similar to the one used by Tams et 

al. [10] will be employed. The resulting performance data will allow us to conduct a 

post-hoc analysis of how stress-related performance impacts differ between younger 

and older users, extending the results obtained by Tams et al. [10]. 

For data analysis, we will use Preacher et al.’s [32] approach to estimate the condi-

tional indirect effects at different levels of the moderators. Specifically, Hypothesis 2 

will be tested using Preacher and Hayes’ [33] standard SPSS macro for testing indi-

rect effects. Hypotheses 3 and 4 will be tested using Preacher et al.’s [32] standard 

SPSS macro for 1st stage moderated-mediation (i.e., Model 2 in [32]) to estimate the 

conditional indirect effects at different levels of the moderators. 

4 Conclusion 

The research proposed here will confirm that one can lessen older workers’ problems 

in using IT by manipulating the characteristics of T-M interruptions. It will also sug-

gest how training or corporate policies emphasizing the regulated use of interruptions 

may boost employee well-being and performance. The results expected from this 

research will inform the development of practical guidelines today and in the future. 

While the next generation of older workers will have grown up with today’s IT and 

interruptions, the (new) technologies used then will, again, create problems for them. 

Our focus on cognitive aging permits us to develop guidelines rooted in cognition that 

will transcend specific generations of technologies and, thus, remain relevant. 

Acknowledgements. This research is being supported by the Fonds de recherche 

du Québec – Société et culture. 
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Abstract. Texting while walking is a widespread and dangerous behaviour. Efforts 

are being put towards the development of mobile applications to refrain users from 

engaging in this behavior. The study of the neuropsychological mechanisms 

underlying this behavior will help developers aim specific cognitive processes. This 

study uses intracranial electroencephalography to increase our spatial understanding 

of the processes implicated in mobile multitasking. We asked a subject implanted 

with 128 electrodes to engage in a texting conversation while having to discriminate 

a point-light walker’s direction. We discuss our results and methodological learning 

from this pilot study.  

Keywords: Intracranial Electroencephalography; Electrocorticography; Mobile 

Multitasking. 

1 Introduction 

Mobile multitasking (MMt) is defined as performing one or more information technology 

tasks while in movement. Texting while walking, a widespread and dangerous behaviour, 

is an instance of MMt. Injury reports related to MMt are becoming more important every 

year and are likely to keep increasing given the constantly growing use of smartphones 

[1]. While public safety research shows that mobile multitaskers are more cognitively 

distracted than non-mobile users, our team’s recent work specifically measured this 

distraction using electroencephalography (EEG) [2]. While EEG results provide high 

mailto:franco.lepore%7D@umontreal.ca
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temporal resolution on the phenomenon, we currently have limited spatial resolution. 

Greater spatial resolution would allow a better understanding of the neuropsychological 

mechanisms involved in this phenomenon.  

 

In this paper, we present a pilot study that leverages the high temporal and spatial 

resolution of intracranial EEG, also known as electrocorticography (ECoG). To our 

knowledge is it the first time this method is applied in the field of NeuroIS [3]. The 

objective of this paper is to gain knowledge with regards to methodological challenges 

involved in using this method in an IS context. Also, the results will guide our 

investigation in identifying potential regions of interest for the next stage of this study. 

We conclude with a discussion on the advantages and limitations of ECoG for NeuroIS 

research. 

2  Literature Review 

2.1 Previous Work 

Recently, the Tech3Lab conducted what was, to our knowledge, the first EEG study on 

texting while walking [4]. It provided a better understanding of the neurocognitive 

processes that cause pedestrians to be distracted by texting and to place themselves in 

dangerous situations. In this study, participants were invited to walk on a treadmill and to 

discriminate the orientation of an oncoming human shape. In one condition, participants 

were simply walking, while in the other condition, they were walking and texting with a 

member of the research team. EEG was recorded in order to identify the neurocognitive 

processes that take place when participants have to disengage from texting to perform the 

discrimination task. It was found that participants performed worse on the discrimination 

task in the texting condition. It was also found that the correlation between an EEG index 

of engagement (beta/(alpha + theta) bands ratio) [5] and the discrimination task 

performance differed between conditions. A positive correlation was found when the 

participants were walking and texting and a negative one was observed when they were 

simply walking. These results suggest that MMt subjects seem more cognitively distracted 

than non-MMt subjects. While this study provided temporal resolution on the timing of 

the distraction, a method with a greater spatial resolution is needed to further understand 

the neuropsychological mechanisms involved.  
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2.2 High Temporal and Spatial Resolution in Ecologically Valid MMt 

Advantages of ECoG. Functional Magnetic Resonance Imaging (fMRI) has often been 

presented as a good alternative to overcome EEG’s limitations in terms of spatial 

resolution. However, considering the static supine position required as well as the 

limitations on the presence of metal (i.e., no cellphones), adequate ecological validity 

would be impossible in this context. ECoG can provide, for our purposes, the required 

spatial and temporal resolution, while being ecologically valid. Although the basic 

principles are similar to scalp EEG, ECoG electrodes are connected directly to the 

subject’s gray matter. Through the intervention of a neurosurgeon, the cranium is 

temporarily removed to implant a set of electrodes directly on the brain. ECoG is 

classically performed on patients suffering from a medication-resistant form of epilepsy. 

The intervention aims at precisely identifying the locus of the epileptic crisis for future 

surgery. After the implantation of the ECoG system, the patient is required to stay in the 

hospital for two weeks for continuous recording of the signal. In many teaching hospitals, 

neurosurgeons allow scientists to invite patients to take part in neurophysiological studies 

during their time in hospital care. Patients are under no obligation, but often feel 

privileged to provide a contribution to science and appreciate the distraction. 

Limitations of ECoG. The temporal resolution of ECoG combined with its spatial 

resolution is the golden standard of neurophysiological measuring. It can go as far as a 

single-neuron recording. Contrary to scalp EEG, the brain’s electrical activity measured 

by ECoG originates from directly underneath the electrode. However, the medical setup 

necessary for such precision creates a limited environment for cognitive research [6]. 

Auditory and visual distractions are constantly present in the hospital setting. In view of 

the necessary set-up for clinical ECoG, it is not possible to move the subject to a quieter 

area. Another type of noise present in a hospital environment is electrical noise, thus the 

frequencies of interest must be chosen with care [7]. Finally, the electrodes placement is 

dependent on the patient’s clinical needs and the spatial resolution of recordings of ECoG 

is limited to the position of the electrodes. Therefore, the brain regions of interest for the 

research question have to be in line with the location of the implanted electrodes.  

 

These previous findings and methodological spatial limitations lead us to aim to better 

understand the cortical regions activated by task switching in a MMt context. MMt being 

a behaviour that can lead to undesirable outcomes and even dangerous consequences, it is 

crucial to identify the neural circuitry involved in this behavior. This knowledge could 

assist the development of mobile applications aiming directly at the neural circuitry (e.g. 
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stimulate the reward system if associated regions are implicated in MMt). This paper 

being, to our knowledge, the first ECoG project in NeuroIS, we primarily aim to observe 

the challenges of this method and list recommendations to this effect. 

3 Methodology 

3.1 Participant and Material 

We conducted this pilot study with a participant recruited through collaborators at the 

Notre-Dame Hospital in Montreal, Canada who have an ethics certificate for cognitive 

studies. The participant was implanted with 128 electrodes in and around her temporal 

lobes (see Figure 1). The data was acquired with a Stellate system (Stellate, Montreal, 

Canada) with no filter and an acquisition rate of 2000 Hz. The participant has extensive 

past experience with smartphones. The participant gave written consent to take part in the 

experiment. No compensation was given in exchange for her time.  

3.3 Experimental Protocol 

The stimulus was a point-light human shape performing a walking motion with an angle 

of 3.5 degrees either to the right or to the left. The stimulus was presented on a computer 

screen (see Figure 1). The subject was instructed to signal the walker’s orientation (right 

or left) by saying her answer out loud. This task was used to represent a situation where 

an individual taking part in MMt would have to decide how to avoid an obstacle in an 

ecological setting. The appearances of the stimulus were announced by an audio cue at 

which point the subject had to make a decision about the orientation of the walker. Each 

task lasted 22 minutes including 44 walkers per task for a grand total of 88 trials. 

Building upon Courtemanche et al. [4], the experimental session was divided into two 

conditions. In the first condition, the participant was asked to use the provided smartphone 

(iPhone 4) to exchange text messages with the research assistant. Conversation topics 

were predetermined, but flexible to let the conversation take its natural course. When she 

heard an audio cue, she was asked to determine the orientation of the oncoming stimulus. 

In the second condition, she was asked to simply look in front of her and wait for the 
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stimulus to appear. A 5 minute practice run for the first task was performed to 

demonstrate the instructions. A break between the two tasks was offered to the participant. 

 

4 Results 

The preliminary analyses were done using BrainVision Analyzer (Brain Products, 

Munich, Germany). ECoG channels with epileptic artefacts were removed. Epileptic 

artefacts are high frequency (80Hz to 500Hz) spontaneous activity. They are not 

manifestations of an epileptic seizure, but are often found near the seizure onset zone.  

The 63 channels that did not show epileptic artefacts were re-referenced to the common 

average reference and filtered with a 0.5-70 Hz bandpass filter with a 24 dB/oct slope. A 

60 Hz notch filter was also applied. The data was downsampled to 1024 Hz, segmented 

into 1sec epochs and an FFT was applied with a resolution of 1Hz. All epochs from a 

condition were averaged together. The engagement ratio of these averages was calculated 

with the power of each frequency band: β/(α+θ) with beta 13 to 20 Hz, alpha 8 to 12 Hz 

and theta 4 to 7 Hz. The difference between the tasks (texting - control) was calculated for 

each electrode individually. Ongoing analyses are addressing the time-frequency patterns 

of the electrodes in order to observe frequency changes throughout the switches between 

the texting task and the discrimination task. 

Fig 1. Experimental set-up 
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Preliminary results show that the engagement ratio was greater in the texting condition for 

almost all of the electrodes. The top 20% of electrodes presenting the highest difference in 

the engagement ratio between the two tasks, being greater in the texting condition, were 

identified and plotted as can be seen in Figure 2. 

 

5 Discussion and Conclusion 

 
Results show that activation increases in language processing areas during the texting 

condition. These results are consistent with the texting behavior. However, only one 

subject is not enough to develop a rich understanding of the phenomena and these results 

should mostly be used for illustrative purposes of the methodology. Indeed, this pilot 

study allowed the research team to acquire important methodological knowledge in using 

ECoG in an IS context. Our next step is to collect several other subjects over the next 

months.  

 
Even though it comes with its load of challenges, ECoG remains the most precise 

neuroimaging method, both spatially and temporally. This task was performed to better 

our understanding of the task switching cost in a texting vs. discrimination task. Our 

understanding of task switching in a mobile context will involve the EEG and behavioural 

results and those acquired in previous and future work. In the specific context of texting 

while walking, where there is a health hazard to the users, it is imperative to understand 

which neural circuitry is implicated as it will influence the development of future 

applications and measures to counter the negative effects of this dangerous habit. 

Fig 2. Activated electrodes in texting condition 
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Abstract. We examine whether changes in the social environment (competitive 

or cooperative), affect the relationship between the internal state (cognitive 

workload and emotional arousal), and the performance in a given task. In a con-

trolled experimental game setting, participants played cooperatively and com-

petitively with different partners. EEG activity and heart rate changes measured 

cognitive workload and emotional arousal respectively. Cognitive workload 

was associated negatively with performance in the competitive but not the co-

operative mode. By contrast, arousal was associated negatively with perfor-

mance in the cooperative mode but not the competitive mode. 

Keywords: Competition · Cooperation · EEG · Heart Rate · NeuroIS 

1 Introduction 

Encouraging people to contribute to online communities, such as wikis and crowd 

working platforms, requires creating an engaging environment [1]. Encouraging them 

to contribute high-quality content requires an understanding of how the environment 

affects people’s performance and how environment, performance and people’s inter-

nal states are interrelated [2]. Performance in groups depends, among other environ-

mental factors, on the mode of social interaction [3, 4]. For instance, [5] observed that 

elements of competition and collaboration helped to sustain the crowd’s motivation to 

participate, and to produce quality design outcomes. [6] have shown that team for-

mation is an important determinant of player engagement, and assessment of ideas, 

while employing serious games. By employing clustering methods, [7] showed meth-

ods of characterizing group player profiles, which may be used to achieve specific 

objectives, such as engaging players with the serious goals of the game, when they do 

not engage equally as the others. While it has been highlighted that team formation 

matters for engagement and performance, it has not been researched how the social 

interaction mode (i.e., whether cooperative or competitive) is related to the neuro-

physiological aspects of performance. This work hence explores the relationship be-

tween behavior (game performance) and neurophysiological processes (emotional 

arousal and cognitive workload), in the context of a game that was played in coopera-
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tive and competitive interaction mode. Emotional arousal and cognitive workload 

were measured with heart rate changes and EEG brain activity as proxies. 

2 Method 

2.1 Procedure 

We examined behavior in a pattern recognition game which participants played 

cooperatively (i.e., contributed to a common pool and shared payoff), and competi-

tively (i.e., one’s payoff harms the other). Every session comprised four phases in-

cluding the initial rest phase (1). Then participants played in the individual mode to 

familiarize themselves with the game (2). In treatment phases (3) and (4), participants 

were matched with different partners in a perfect stranger matching to play in cooper-

ative and competitive modes. Each half of the participants were assigned to different 

treatment orders. Each treatment consisted of 42 pattern matching tasks, and was 

played for 5 minutes ending with a result screen informing the participants of their 

game score and payoffs. A pause of 30 seconds between treatments gave participants 

the opportunity to mentally disengage from the preceding treatment and prepare for 

the next. After the second treatment, participants were shown another screen with 

their overall payoff from both treatments. Participants were paid out based on their 

game earnings (computed as 5% of the cumulative earnings in both treatments). 

During the entire experiment, brain activity of participants was recorded using a 32 

channel EEG device (Actichamp, Version 2, by Brain Products), and heart rate data 

was recorded using Bioplux [8]) system. The study was conducted on 156 participants 

(76 male and 80 female, Bachelor or Master Students, without restriction of major). 

Participants were recruited using ORSEE [9], filtering on gender, and were invited to 

one of all-male or all-female sessions. The study was conducted in compliance with 

the university’s ethics guidelines. 

2.2 Measures 

For the physiological measurement of cognitive workload, we adopted a standard 

procedure used in the context of measuring engagement, workload and attention with 

EEG data [10-12]. EEG data recorded during game play was used to compute the 

workload index. The procedure by [13], and applied in [14] was relied on: EEG data 

was sampled at 500 Hz with a band pass filter from 1 Hz to 40 Hz. The computation 

of cognitive workload index was executed in two steps: (1) computation of independ-

ent components and (2) computation of spectral powers in the 1-40 Hz frequency 

bands. Independent components were computed using fast Independent Component 

Analysis (fastICA) algorithm available in the EEGLab toolbox for 14 frontal channels 

for each subject, resulting in 14 independent components, which were artefact cleaned 

for each subject by eyeball inspection. Next, power spectra were calculated for 2 

second windows before each event, across each treatment type for the event of click-
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ing of a matching pattern by the subject. The EEG cognitive workload index mirrors 

the theoretical definition of cognitive workload, taking into account the absolute and 

relative power spectra from 1 to 30 Hz of EEG channel. The spectral powers of each 

of the frequency bands (Beta, Alpha, and Theta) are calculated on the independent 

components obtained from 14 frontal channels, and then cognitive workload is com-

puted by the formula (Beta / (Alpha + Theta)) spectral power [13].  

Emotional arousal (θHR) during the game is assessed by calculating the partici-

pant’s average heart rate over the course of five seconds directly prior to a pattern-

matching click in the game (cf. [15]). To rule out subject-specific effects, this value 

was normalized using the subject’s base heart rate, as measured during the initial cool 

down period before the actual experiment. Table 1 summarizes the statistics for the 

observed values of emotional arousal and cognitive workload (cf. [16]) 

Table 1. Summary of observed values for cognitive workload and emotional arousal 

Factor 
Measurement statistics 

Cooperative Mode 

Measurement statistics 

Competitive Mode 

Emotional 

Arousal (θHR) 

M = 1.027 [SD = 0.146] 

min = 0.004, max = 2.373 

median = 1.020 

M = 0.984 [SD = 0.201] 

min = 0.004, max = 2.375 

median = 1.001 

Cognitive Work-

load (CW Index) 

M = 0.589 [SD = 0.295] 

min = 0.104, max = 4.386 

median = 0.541 

M = 0.571 [SD = 0.228] 

min = 0.113, max = 3.277 

median = 0.543 

 

3 Results 

We first investigated how collaborative and competitive structures affect the rela-

tionship between cognitive workload and game performance. Game performance was 

measured by the variable “hit”, which indicates the number of correct pattern matches 

by the given player, in either mode. Our data show that the expended level of cogni-

tive workload was about the same across the experiment, indicating that all pattern 

matching tasks were of similar difficulty. A second check for differences in difficulty 

correlating the level of cognitive workload with the target position of patterns on the 

screen, also showed no differences. The experienced cognitive workload differences 

are hence likely to be due to the social interaction mode. A paired sample t-test re-

vealed that differences in experienced cognitive workload were significant across 

treatments (t (3177) =1.908, p<.05), with higher workload for cooperative mode than 

competitive mode. 

Table 2 presents the generalized linear model results of performance in cooperative 

and competitive modes, as well as considering cooperative and competitive mode 

together. Here, “CW Index”, represents the experienced cognitive workload index as 

computed by EEG. The cognitive workload index was negatively correlated with 

game performance in competitive but not in cooperative mode (columns 2 and 3 in 
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Table 2). Taking both modes together and adding a dummy variable for game mode 

(Coop=1, Comp=0) into the regression show that the above results are robust. While a 

high EEG index corresponded with lower game performance in both modes, the inter-

action variables indicates cognitive workload lowered performance only in the com-

petitive but not in the cooperative mode (column 4 in Table 2). 

Second, we looked at whether the social mode affects the relation between experi-

enced arousal (normalized average heart rate 5 seconds prior to click) and game per-

formance. A paired sample t-test revealed that differences in experienced arousal 

were significant across treatments (t (5297) = -8.875, p<.001), with higher arousal for 

competitive mode. A generalized linear model regression is presented in Table 3. In 

cooperative mode, higher heart rate was associated with lower game performance. In 

competitive mode, heart rate had an insignificant positive relation to game perfor-

mance. “Round” in all cases was significantly negatively related to game perfor-

mance, albeit with low coefficients. This means that, over time, participants had fewer 

hits in both cooperative and competitive modes. In addition, over the course of the 

game, heart rates decreased very slightly, possibly because the games were played 

sitting down and participants’ bodies needed less energy (c.f. [17]; heart rates ceteris 

paribus always go down during the experiment). Such a declining trend was not visi-

ble in the cognitive workload data. The third regression investigated the differences in 

emotional arousal on game performance between cooperative mode and competitive 

mode. Higher arousal in cooperative mode was associated with lower performance 

than competitive mode (column 4 in Table 3).  

Table 2. Game mode-wise regressions for game performance (measured as hits) 

 Hit  (Coop) Hit (Comp) Hit (Coop & Comp) 

Target pattern position #1-20 -0.007 (0.418) -0.010 (0.280) -0.009  (0.180) 

Round (# 1-42) 0.003 (0.947) 0.005  (0.389) 0.002 (0.509) 

CW Index  (0-1.0) 0.127 (0.510) -0.757 (0.001)** -0.758  (0.001) **  

Mode Coop (Dummy:0/1)   -0.351 (0.067) + 

Mode Coop x CW Index   0.883  (0.004) **  

Constant 0.754 (0.000)*** 1.056  (0.000)*** 1.081  (0.000)*** 

AIC 2009.1 2042 4047.4 

N 1601 1577 3178 

Regression Coefficients, with Standard errors in parentheses 
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Table 3. Game mode-wise regressions for game performance (measured as hits) 

 Hit (Coop) Hit (Comp) Hit (Coop &Comp) 

Target pattern position #1-20 -0.006 (0.443) -0.014 (0.062) + -0.010 (0.063) + 

Round #1-42 -0.015(0.0003)*** -0.009   (0.024) * -0.012  (0.000) *** 

θHR (ratio, 0.5 – 2.0) -0.955(0.0002) *** 0.283 (0.345) 0.299 (0.317) 

Mode Coop (Dummy:0/1)   1.260 (0.002) ** 

θHR x Mode Coop    -1.228 (0.002) ** 

Constant 2.390  (0.000) *** 1.084(0.001) *** 1.085 (0.001) *** 

AIC 2961.1 3031.9 5990.6 

N 2644 2654 5298 

Regression Coefficients, with Standard errors in parentheses 

Finally, we investigated whether the tendency not to click on any pattern in a particu-

lar round is associated with cognitive workload and emotional arousal, depending on 

social interaction mode (Tables 3 and 4). In competitive mode, higher cognitive work-

load corresponded to a significantly higher number of unclicked decisions (B=.614, 

SE=.227, p<.01). This was also reflected when considering the data together, and 

controlling for interaction effects of mode and cognitive workload (Table 4). 

Table 4.  Game mode-wise regressions for game performance (measured as unclicked)  

 Unclicked  

(Coop) 

Unclicked 

(Comp) 

Unclicked  

(Coop & Comp) 

Target pattern  

position #1-20 

.017 (.010)+ .009 (.009) .013 (.007)+ 

Round  # 1-42 -.002 (.006) -.005 (.006) -.004 (.004) 

CW Index  (0-1.0) -.053 (.208) .614 (.227)** .615 (.227)** 

Mode Coop  

(Dummy:0/1) 

  .203 (.198) 

Mode Coop x  

CW Index 

  -.670 (.309)* 

Constant -1.295 (.197)*** -1.360(.198)*** -1.427 (.174)*** 

AIC 1740.5 1826.8 3563.8 

N 1601 1577 3178 

Regression Coefficients, with Standard errors in parentheses 
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The effect of arousal differs between treatments: in cooperative mode, higher arousal 

was associated with more unclicked, but in competitive mode, with fewer unclicked 

(Table 5). Thus, in competitive mode, arousal was associated with higher engage-

ment, whereas in cooperative mode, it was associated with lower engagement. 

Table 5. Game mode-wise regressions for game performance (measured as unclicked) 

4 Summary 

We examined the impact of cognitive workload and emotional arousal on competitive 

performance, in comparison to a cooperative mode. An experiment was conducted 

where participants played a pattern recognition game cooperatively and competitive-

ly, and physiological measures of EEG and heart rate were measured. Our results 

indicate that in competitive mode, higher levels of cognitive workload are associated 

with lower performance. These results suggest that the experience of high cognitive 

workload in competitive social mode might not be necessarily beneficial, or in other 

words, lesser deliberation might lead to an improved performance. These results are 

complementary to those of [18], which suggest that cognitive absorption was positi-

vely related to a more relaxed, less vigilant state of the learner. In the next steps, in 

addition to linear effects, quadratic effects of cognitive workload on participant beha-

vior would need to be compared as well. In the cooperative mode, a higher arousal 

level was associated with poorer performance, or viewed otherwise, people who do 

not perform well are potentially experiencing an increase in heart rate due to anger, or 

frustration experienced. In contrast, the participants who perform well are possibly in 

a state of “flow” [19, 20] and are experiencing an optimal level of arousal.  

 Finally, the tendency to not click a pattern in a particular round, in this gaming 

context was explained by cognitive workload (increasing it in competitive mode) and 

 Unclicked  

(Coop) 

Unclicked  

(Comp) 

Unclicked  

(Coop & Comp) 

Target pattern position 

(#1-20) 

.016 (.009)+ .019 (.009)* .018 (.006)** 

Round  # 1-42 .019 (.005)*** .004 (.005) .011(.003)** 

Arousal 1.040 (.315)*** -.713 (.343)* -.748(.342)* 

Mode Coop 

(Dummy:0/1) 

  -1.742(.476)*** 

Mode Coop x Index    1.721 (.465)*** 

Constant -3.272 (.362)*** -1.219 (.373)** -1.318 (.363)*** 

AIC 2262.2 2313.6 4576.7 

N 1601 1577 3178 

Regression Coefficients, with Standard errors in parentheses 
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emotional arousal (increasing/decreasing it in cooperative/competitive mode respec-

tively). These results suggest that in competitive mode, cognitive workload can mani-

fest as lack of participation in a given setting. Emotional arousal has the opposite 

effect on propensity to click. Since this study has been conducted in a gaming content, 

not subject to a specific information framing, these will need to be extrapolated to 

specific social environments, such as Wikipedia contributions (as a specific case of 

collaborative), and crowd work (to address whether to design a task cooperatively or 

competitively). The willingness to expend effort in such cooperative and competitive 

modes is also relevant for understanding participatory behavior and willingness to 

contribute in an online social context. 

References 

[1] Preece, J., & Shneiderman, B. The reader-to-leader framework: Motivating technology-

mediated social participation. AIS Transactions on Human-Computer Interaction, 1(1), 

13–32 (2009) 

[2] Galegher, J., Kraut, R. E., & Egido, C. Intellectual Teamwork: Social and Technological 

Foundations of Cooperative Work. Psychology Press (2014) 

[3] Malhotra, D. The desire to win: The effects of competitive arousal on motivation and 

behavior. Organizational Behavior and Human Decision Processes, 111(2), 139–146 

(2010) 

[4] Adam, M. T. P., Kroll, E. B., & Teubner, T. A note on coupled lotteries. Economics Let-

ters, 124(1), 96–99 (2014) 

[5] Park, C. H., Son, K., Lee, J. H., & Bae, S. H. Crowd vs. crowd: Large-scale cooperative 

design through open team competition. Proceedings of the 2013 Conference on Computer 

Supported Cooperative Work, 1275–1284) (2013) 

[6] Feldmann, N., Adam, M. T. P., Bauer, M. Using serious games for idea assessment in 

service innovation: Team formation matters. ECIS 2014 Proceedings, Tel Aviv, Israel, 1–

17 (2014) 

[7] Cornforth, D., & Adam, M. T. P. Clustering evaluation, description, and interpretation for 

serious games. In Loh, C. S., Sheng, Y., Ifenthaler, D. (eds.), Serious Games Analytics 

(pp. 135–155), Springer. ISBN 978-3-319-05833-7 (2015) 

[8] Bioplux PLUX - Wireless Biosignals. [online] Available at: http://www.plux.info/systems 

[Accessed 14 July 2011] (2007) 

[9] Greiner, B. The online Recruitment system ORSEE 2.0: A guide for the organization of 

experiments in economics. In K. Kremer & V. Macho (Eds.), Forschung und wissenschaft-

liches Rechnen, 2003. GWDG Bericht 63 [Research and Scientific Computing] (pp. 79 –

93) (2004) 

[10] Hariharan, A., Adam, M. T. P., Teubner, T., & Weinhardt, C. (in press). Think, feel, bid: 

The impact of environmental conditions on the role of bidders’ cognitive and affective 

processes in auction bidding. Electronic Markets. 

[11] Ortiz de Guinea, A., Titah, R., & Léger, P.-M. Measure for measure: A two study multi-

trait multi-method investigation of construct validity in IS research. Computers in Human 

Behavior, 29(3), 833–844 (2013) 



8 

 

[12] Ortiz de Guinea, A., Titah, R., & Léger, P.-M. Explicit and implicit antecedents of users' 

behavioral beliefs in information systems: A neuropsychological investigation. Journal of 

Management Information Systems, 30(4), 179–210 (2014) 

[13] Pope, A. T., Bogart, E. H., & Bartolome, D. S. Biocybernetic system evaluates indices of 

operator engagement in automated task. Biological psychology, 40(1), 187-195 (1995) 

[14] Charland, P., Léger, P.-M., Sénécal, S., Courtemanche, F., Mercier, J., Skelling, Y., & 

Labonté-Lemoyne, E. Assessing the multiple dimensions of engagement to characterize 

learning: A neurophysiological perspective. Journal of Visualized Experiments, 101, 

e52627-e52627 (2015) 

[15] Teubner, T., Adam, M. T. P., & Riordan, R. The impact of computerized agents on imme-

diate emotions, overall arousal and bidding behavior in electronic auctions. Journal of the 

Association for Information Systems, 16(10), 838–879 (2015) 

[16] Charland, P., Allaire-Duquette, G., & Léger, P.-M. Collecting neurophysiological data to 

investigate users’ cognitive states during game play. Journal on Computing, 2(3), 20–24 

(2014) 

[17] Adam, M. T. P., Krämer, J., & Müller, M. B. Auction fever! How time pressure and social 

competition affect bidders’ arousal and bids in retail auctions. Journal of Retailing, 91(3), 

468–485 (2015) 

[18] Léger, P. M., Davis, F. D., Cronan, T. P., & Perret, J. Neurophysiological correlates of 

cognitive absorption in an enactive training context. Computers in Human Behavior, 34, 

273-283 (2014) 

[19] Csikszentmihalyi, M. Flow: The Psychology of Optimal Experience (Vol. 41). New York: 

Harper Perennial (1991) 

[20] Bastarache-Roberge, M.-C., Léger, P.-M., Courtemanche, F., Sénécal, S., & Fredette, M. 

Measuring flow using psychophysiological data in a multiplayer gaming context. In In-

formation Systems and Neuroscience (pp. 187–191). Springer International Publishing 

(2015) 

 

 

 



It All Blurs Together: How the Effects of Habituation 

Generalize Across System Notifications and Security 

Warnings  

Bonnie Brinton Anderson1, Anthony Vance1, Jeffrey L. Jenkins1, C. Brock Kirwan1, 

and Daniel Bjornn2 

Brigham Young University, Provo, Utah, USA 
1{bonnie_anderson, anthony.vance, jeffrey_jenkins, kirwan}@byu.edu 

2daniel.bjornn@gmail.com 

Abstract. Habituation to security warnings—the diminished response to a 

warning with repeated exposures—is a well-recognized problem in information 

security. However, the scope of this problem may actually be much greater than 

previously thought because of the neurobiological phenomenon of generaliza-

tion. Whereas habituation describes a diminished response with repetitions of 

the same stimulus, generalization occurs when habituation to one stimulus car-

ries over to other novel stimuli that are similar in appearance. Because software 

user interface guidelines call for visual consistency, many notifications and 

warnings share a similar appearance. Unfortunately, generalization suggests 

that users may already be deeply habituated to a warning they have never seen 

before because of exposure to other notifications. In this work-in-progress 

study, we propose an eye tracking and fMRI experiment to examine how habit-

uation to frequent software notifications generalizes to infrequent security 

warnings, and how security warnings can be designed to resist the effects of 

generalization. 

Keywords: Security warnings · habituation · generalization · fMRI · eye track-

ing · NeuroIS. 

1 Introduction 

Habituation is a major factor in users’ failure to adhere to security warnings [1, 2]. 

Through this neurological phenomenon, repeated warnings that once were salient 

become virtually unnoticeable. Generalization occurs when the effects of habituation 

to a repeated stimulus carry over to other novel stimuli that are similar in appearance 

[3]. Applied to the domain of information security, generalization suggests that users 

not only habituate to individual security warnings, but also to whole classes of notifi-

cations and warnings that share a similar appearance and user interaction (UI) para-

digm (see Figure 1). If true, then the threat and potential impact of habituation is 



2 

much broader than previous work has suggested [4-6], as users may already be deeply 

habituated to a security warning that they have never seen before. 

 

  
System-generated notification Security warning 

Fig. 1. A notification and security warning. Note the similarities in UI and mode of interac-

tion. 

 

We outline an experiment using eye tracking and fMRI to (1) measure the extent to 

which the effects of habituation generalize across similar types of notifications and 

security warnings, and (2) determine warning designs that can reduce the occurrence 

of generalization. 

2 Literature Review  

2.1 Habituation and Generalization 

Habituation is defined as the decreased response to a repeated stimulation [7]. Ha-

bituation is fundamentally a neurobiological phenomenon [8], and is evident “in every 

organism studied, from single-celled protozoa, to insects, fish, rats, and people” [9, p. 

125]. Not surprisingly, humans also exhibit habituation to a wide variety of stimuli as 

early as infancy [10].  

Habituation with novel stimuli can have one of two responses: stimulus specificity, 

or stimulus generalization. With stimulus specificity, a novel stimulus similar to the 

habituated stimulus, will not show a habituated response [11]. However, the fields of 

neuroscience and neurobiology show that the effects of habituation to a familiar stim-

ulus can generalize to other, novel (i.e., never before experienced) stimuli that share 

similar characteristics [3, 12]. This occurs for animals with simple stimuli [13] as well 

as for people with complex, real-world stimuli such as video games [11]. This gener-

alization means that although the stimulus is novel, the response is similar to a habitu-

ated response to a repeated stimulus. When habituation occurs, generalization is also 

likely to occur.  

 

2.2 Habituation and Generalization to Security Warnings 

Given its strong security implications, habituation is frequently cited as a key con-

tributor to users’ failure to heed warnings. However, many studies infer the presence 

of habituation, rather than empirically examine it. For example, Sunshine et al. [14] 

found a correlation between user disregard for warnings and user recognition of warn-

ings as previously viewed, and attributed this correlation to habituation. An exception 

is Anderson et al. [4], who used fMRI to measure habituation in the brain in response 
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to warnings. Their results showed a large drop in activity in the visual processing 

centers of the brain after only the second exposure to a warning, and found further 

decreases with additional exposures. 

Generalization of habituation effects has important implications for security warn-

ings. Although users are regularly presented with a variety of warnings [5], research 

on human–computer interaction indicates that the frequency of warnings is small 

compared with the barrage of system-generated notifications that are common to the 

computing experience [15, 16]. The high frequency of notifications is compounded by 

UI guidelines that call for visual consistency across UI elements such as notifications 

[12]. If habituation to these notifications generalize, users are unlikely to give full 

attention to security warnings even if they haven’t seen them before [9]. This problem 

can be exacerbated by the common software engineering practice of consistency 

across messages. In the context of security messages, we believe that clarity should 

trump consistency. 

The effects of generalization of software notifications to warnings has not been 

empirically examined previously. Instead, researchers have observed that habituation 

to a single warning in one context carries over to a different context. For example, 

Sunshine et al. [14] observed that users who correctly identified the risks of an SSL 

warning in a library context inappropriately identified these same risks in a banking 

context. Similarly, Amer et al. [17] found that users who habituated to exception 

notifications in one context were habituated to a different through visually identical 

exception notification in a different context. However, in each of these cases, users 

habituated to the same type of security warning or notification. As a result, it is un-

clear to what extent software notifications generalize to security warnings. 

2.3 Hypotheses 

Replicating the findings of previous studies [18], we hypothesize that users will 

habituate to software notifications. When users repeatedly see software notifications, 

the brain creates a mental model of these notifications. Rather than giving attention to 

future exposures to the notifications, the brain increasingly relies on this mental mod-

el. As a result, users’ responses to future notifications decrease (i.e., habituate) in 

response to repeated exposures of notifications [19]. In summary, we predict: 

 

H1: Users will habituate to repeated exposures of software notifications. 

 

We predict that habituation to software notifications will also decrease users’ re-

sponses to security warnings. Habituation to stimuli extends beyond the specific sen-

sory characteristics of a repeated stimulus. Rather, habituation is also “happening 

centrally rather than in primary sensory afferents” [3, p. 137]. In other words, when a 

person sees and habituates to repeated software notifications, this decreases one’s 

response to other stimuli in the environment. People’s responses to security warnings 

may be particularly vulnerable to the effects of software notification habituation be-

cause they share several of the same properties (e.g., both popup on a computer 

screen, they often share the same shape or size, and some even have the same look 
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and feel). As such, the brain may rely on the mental models of software notifications 

when interpreting security messages, which will result in generalized habituation to 

the security messages [19]. In summary, we predict: 

 

H2: Habituation to software notifications will generalize to security warnings. 

To test for generalization, we will present several stimuli equally capable of elicit-

ing a response. We will compare whether the response to the first novel stimulus is 

similar to the first exposure original stimulus. If the novel stimulus response is weaker 

than the first exposure of the original stimulus, then there is evidence of generaliza-

tion. However, if the novel stimulus response is greater than the first exposure of the 

original stimulus, that provides evidence of stimulus specificity habituation [11]. 

3 Experimental Design 

3.1 Methodology 

We plan to use fMRI and eye-tracking tools simultaneously. We are interested in 

capturing data that will allow us to examine the levels of cognitive processing, thus 

requiring a neurophysiological tool such as fMRI that has high spatial resolution of 

brain activity. While fMRI has the highest spatial resolution of any non-invasive vol-

umetric brain imaging technology [20], tools such as eye-tracking have a much higher 

temporal resolution. In addition, by using these two tools concurrently, we can exam-

ine the eye fixations and pair them with the neural responses. We will use the Sie-

mens 3T Tim-Trio scanner at our university’s MRI research facility. In addition, we 

will collect eye-tracking data during each scan using an MRI-compatible SR Research 

EyeLink 1000 Plus long-range eye tracker. Further, using eye-tracking technology 

will assist future research seeking to improve the design elements of security warn-

ings by specifying which areas of interest are critical. 

 

3.2 Task 

The task will use a common go/no-go design [21], in which participants will be in-

structed to respond to items they see both as quickly and as accurately as possible by 

pressing a button on a button box. Go trials, or trials in which participants must press 

a button each time the stimulus is presented, will consist of images of notifications. 

No-go trials, or trials in which participants must inhibit the tendency to press a button 

and withhold their response, will be made up of warnings. Trial types will be random-

ized and split so that 80% of the trials are go trials and 20% of the trials are no-go 

trials. The exact timing of stimulus presentation will be determined during pilot test-

ing, but warnings and notifications will be displayed for 500–1000 ms with a jittered 

inter-stimulus interval of 1000–2000 ms. All stimuli will be normalized in size along 

the major axis of the image to 750 pixels.  

A structural scan will be acquired for each subject for functional localization after 

which the behavioral task will be completed over two functional runs, each lasting 

about 8 minutes. Trials will be randomly assigned to the runs. 
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Three regions of interest will be examined, namely the visual cortex and ventral 

visual pathway, medial temporal lobe, and lateral prefrontal cortex. The analysis of 

each of these regions allows for an examination of generalization at different levels of 

processing. First, the visual cortex and ventral visual pathway are involved in object 

perception [see 22 for review]. Second, the medial temporal lobe is involved memory 

specificity, or the detection of differences between similar stimuli [23]. Lastly, the 

dorso and ventrolateral prefrontal cortices, are involved in response inhibition [24].   

 

3.3 Analysis 

The analysis of these different levels of processing allows for the detection of the 

specific aspect of the stimuli are allowing for greater ability to recognize differences 

and withhold a response. For instance, if habituation to notifications does not influ-

ence generalization to warnings, one would expect to see a greater amplitude of fMRI 

activation for each warning because it is treated as a new stimulus. If, however, habit-

uation to notifications does generalize to warnings, there is no reason why there 

would be a greater fMRI activation for warnings over notifications. A warning would 

be treated as if it was another notification and the habituation would continue. For 

example, no difference in fMRI activation for the notification and warning trials in 

the medial temporal lobe might suggest that the notifications and warnings are too 

similar and the visual design should be changed to make them easier to tell apart. 

Conversely, if there are differences in the medial temporal lobe, but no differences are 

observed in the lateral prefrontal cortex, then the problem doesn’t lie in the visual 

differences of the stimulus. Rather the difficulty comes in inhibiting the common 

response and different designs in the mode of dismissal of the warning or notification 

(e.g., dragging a bar across the window for a warning rather than clicking a button for 

a notification) may be better design changes to help prevent this generalization. 

4 Anticipated Contributions 

We anticipate that our findings of this proposed study will complement and extend 

previous work that examined habituation to individual warnings. With proposed ex-

perimental design, we intend to examine how the effects of habituation to frequent 

software notifications generalize to novel security warnings. Specifically, our antici-

pated contributions are:  

1. Determine how the effects of habituation to frequent notifications and 

warnings generalize to novel warnings. 

2. Measure the severity of generalization. 

3. In a future behavioral study based on these outcomes, develop and test 

distinctive warning designs that resist generalization. 
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Abstract. Online reviews, often considered more credible and less biased than 

marketing information, have become an important aspect of making purchase 

decisions. Yet, online star ratings can be affected by reviewers’ heuristic evalu-

ations, potentially leading to suboptimal purchase decisions. For example, star 

ratings may be biased due to the availability heuristic, i.e., users giving dispro-

portionate weight to one—often negative—attribute. As research has demon-

strated that even minor modifications of the presentation of options can have a 

large influence on people’s behavior, we test the effects of prior attribute rating 

on overall star rating. An experiment (n = 56) conducted in the context of res-

taurant ratings showed that merely asking people first to rate individual attrib-

utes can significantly influence overall ratings. These findings can have im-

portant implications, as uncovering the effects specific design parameters of re-

view forms have on people’s evaluation results will allow for reducing unin-

tended biases in review form design.  

Keywords: Online judgment · availability heuristic · customer ratings. 

1 Introduction 

Electronic word of mouth has become an important aspect of consumer decision mak-

ing [e.g., 1], especially in situations where customers cannot experience a service or 

evaluate a product before making a purchase decision [2]. Often, electronic word of 

mouth is spread through posts in social media, such as social networks and discussion 

forums; in addition, online consumers post their evaluations on online retailers’ Web 

sites or dedicated review sites (such as the travel review site tripadvisor.com).  

Such product or service reviews are often considered more credible than marketing 

information [3], but can be subject to various biases [e.g., 4]. Whereas some biases 

are due to fraudulent behavior, reviewers’ heuristic thinking is also likely to bias 

reviews. These biases, happening largely subconsciously, can affect a wide range of 

reviews. In other words, not only the judgments of the product or service but cogni-

tive biases during the writing of the review influence the rating or review content [5].  

mailto:%7D@uni.li
mailto:christoph.schneider
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Literature from psychology and behavioral economics suggests that it may be pos-

sible to overcome cognitive biases such as the availability of thoughts [6]. In this 

paper, we argue that the design of online review forms can help to “debias” users’ 

inputs by reducing potential biases caused by the availability heuristic. 

2 Hypothesis 

 

A long line of research has demonstrated that human decision making and judgment is 

not always rational [7]. As people’s cognitive resources are limited, they tend to em-

ploy intuitive, heuristic thinking, rather than controlled, analytical reasoning [8,6]. 

Studies in the area of cognitive neuroscience have supported this notion, and em-

ployed neuroimaging techniques to demonstrate that there are different pathways used 

in deductive reasoning, with different activations depending on whether people use 

their heuristic or analytic processing system [e.g., 9]. Likewise, De Neys and Goel 

[10] used fMRI data to demonstrate differences in activation during decision-making 

tasks. One such heuristic that can be an important factor influencing people’s evalua-

tions of products or services is the availability heuristic, which suggests that the avail-

ability of thoughts, or “the ease with which instances [i.e., thoughts of products or 

services] can be brought to mind” [6, p. 1127]. Relatedly, research has demonstrated 

that people use “ease of retrieval” as information, retrieve attributes or events more 

easily from memory, and regard them as more likely or informative [11,12,13]. 

Therefore, as people tend to employ heuristic thinking (i.e., heuristic thinking is less 

effortful than analytical reasoning), overall ratings of products or services are likely to 

be disproportionally influenced by prevailing positive or negative thoughts. We spec-

ulate that form granularity (i.e. presenting several attribute rating dimensions instead 

of just one overall dimension) can reduce biased judgments caused by the availability 

heuristic, as asking people to provide detailed attribute ratings is likely to encourage 

more controlled reasoning and divert attention away from the most easily accessi-

ble—often negative—thoughts. As a result, an user interface encouraging attribute 

ratings (that reminds people about other—more neutral or postitive—dimensions) will 

lead to less negative overall ratings. Thus, we hypothesize that form granularity will 

reduce the effect of availability of thoughts. 

3 Methodology 

We conducted an online experiment to test the hypothesis. In particular, we asked the 

participants to read a scenario about a fictitious restaurant visit and rate the restaurant. 

We randomly assigned the participants to one of two conditions, differing in form 

granularity (see next paragraph), and analyzed the overall ratings of the restaurant. 
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3.1 Participants and Experimental Design 

We recruited 60 participants from English-speaking countries (USA, Canada, Eng-

land, Australia, and New Zealand) using Prolific Academic1. All participants were 

paid £1 for a 10-minute task (equaling a £6 hourly wage). We eliminated participants 

who did not read the instructions and excluded anyone who took the experiment on a 

mobile device from the analysis, resulting in a usable sample size of 56. The experi-

mental design was a single-factor design, with one treatment (prior attribute rating: 

yes vs. no). We randomly assigned subjects to treatment and baseline groups (treated: 

33; baseline: 23). The mean age was 28.84 years, and 45% were women. 

 

3.2 Materials and Procedure 

Scenario development. We developed a fictitious restaurant visit scenario based on 

the DINESERV instrument, a 29-item scale for measuring consumer perceptions of 

service quality in restaurants [15], which is based on the SERVQUAL instrument 

[16]. DINESERV assesses the five dimensions reliability, assurance, responsiveness, 

tangibles, and empathy. Using the DINESERV items, we created a story of a fictitious 

restaurant visit, which we framed as a positive experience2. To test the effects of elic-

iting attribute ratings, we framed the tangibles dimension as negative, and all other 

attributes as positive (this also served as a manipulation check, allowing us to check 

whether the participants really read the scenario).    

Procedure. At the beginning of the experiment, participants were told that they 

would be presented with a scenario of a fictitious restaurant visit that they should rate 

on a Web site. After reading the scenario, the participants watched a 2-minute animat-

ed martial arts film as a distractor task, before rating the restaurant and completing a 

follow-up survey with demographic questions (see Figure 1 for the procedure).  

Treatment. Before asking for an overall rating, subjects in the treatment group 

were asked to rate the restaurant visit on the attribute scales service, food, value, and 

atmosphere (which are the attributes used on Tripadvisor.com).  

 

 

Fig. 1. Procedure of the experiment 

                                                                 
1 Prolific Academic (www.prolific.ac) is an online crowdsourcing market for scientific studies, 

providing access to a diverse participant pool, and allowing to collect data that have been 

shown to be as reliable as those collected using other methods [14]. 
2 The scenario and measurement items are available upon request. 

http://www.prolific.ac/
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3.3 Measures 

We asked the participants in the treatment group to provide a detailed rating of the 

fictitious restaurant visit; in particular, we asked them to rate the dimensions service, 

food, value, and atmosphere on a 9-star scale (participants in the baseline group were 

not asked to rate these attributes). We then asked all participants to provide an overall 

star rating of the fictitious restaurant visit on a 9-star scale. As a manipulation check, 

we asked the participants to rate the service quality of the fictitious restaurant visit 

using items based on the DINESERV dimensions, as well as the food quality on a 5-

point Likert-type scale anchored at very dissatisfied/very satisfied.  

4 Results 

4.1 Manipulation Check 

Using the DINSERV dimensions, we expected reliability, assurance, responsiveness, 

and empathy to be positive as we framed them positive (i.e., high star ratings), but 

tangibles to be negative (low star ratings). Table 1 shows the mean attribute ratings. 

Whereas all dimensions were rated on average at 4.5 stars (out of 5), tangibles was 

rated on average 2.2, indicating a successful manipulation. 

Table 1. Manipulation check whether “tangibles” differ from the other attributes.  

Attributes Mean St. Dev. 

Reliability 4.45 .74 

Assurance 4.71 .49 

Responsiveness 4.82 .43 

Tangibles 2.18 .90 

Empathy 4.54 .57 

Food 4.61 .59 

 

4.2 Findings 

Mean overall rating in the attribute-rating condition was 6.76 (SD = .97) vs. 5.91 (SD 

= .95) in the baseline group, respectively. We used an OLS regression to analyze the 

data, with our treatment (i.e. Attribute Rating) coded as a dummy variable. We speci-

fied the following model:  

Overall Ratingi = αi + β1 ∙ Attribute Ratingi + γ’ ∙ Controlsi +i 

Table 2 shows the results of the regression analysis. As expected, presenting an at-

tribute rating before asking people to provide an overall rating had a significant posi-

tive effect on the overall rating (β = .85; p < 0.01; Model 1). The effect was robust 

when adding control variables (β = .86; p < 0.01; Model 2).   
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Table 2. Results of the regression analysis. DV: Overall Rating (1 – 9 stars) 

 Model 1: no controls Model 2: with controls 

Attribute Rating (yes = 1) 0.85*** (0.26) 0.86*** (0.23) 

Age   0.05*** (0.01) 

Gender   0.43* (0.23) 

Intercept 5.91*** (0.20) 4.24*** (0.46) 

Observations 56 56 

R2 0.16 0.36 

Adj. R2 0.15 0.32 

F Statistic 10.46*** (df = 1; 54)  8.35*** (df = 3; 52) 

Note: * p < 0.1; ** p < 0.05; *** p < 0.01; standard errors in parentheses.  

5 Discussion and Conclusion 

These results show that simple modifications of the design of review forms influence 

people’s evaluation results regarding products and services. More specifically, the 

results demonstrate that reminding people of evaluation criteria significantly influ-

ences overall rating. In other words, asking users of online review sites to rate attrib-

utes before providing an overall evaluation of a product or service is likely to make 

these attributes more salient, and thus influences (or even debiases) the overall rating. 

These findings support our hypothesis that even minor changes to the design of a 

rating interface can significantly influence ratings. As such, these findings provide a 

first step for examining the efficacy of form design in mitigating cognitive biases. 

Future research may extend these preliminary results by adding further control varia-

bles, testing new contexts, and extending the sample size. In addition,  future research 

may use neurophysiological methods, such as capturing and analyzing the partici-

pants’ gaze fixation, to gain deeper insights and provide a stronger test of the hypoth-

esized relationships [17,18]. Likewise, research in the context of decision making has 

shown that the analysis of event-related potentials can be used to study individual 

differences in susceptibility to different heuristics or biases [e.g., 19,20,21]; accord-

ingly, EEG may be used to detect the role of biases in the formation of biases and the 

mechanisms behind the debiasing process. Finally, a logical extension would be to not 

only test the effects of attribute rating on star rating but on text rating, e.g., by using 

text-mining approaches such as latent sentiment analysis [LSA; 22].  

This work has important practical implications: Given the high influence customer 

reviews have on purchase decisions, the quality of reviews has an important economi-

cal and societal impact. We show that threats to review quality do not only stem from 

deliberate manipulation. Rather, cognitive biases—often happening subconsciously 

and driven by the way a review form is presented—play an important role. In other 

words, web designers influence people’s online judgments, and, thus, people’s choice 

of products and services. Uncovering the effects specific design parameters of review 

forms have on people’s evaluations may help to reduce unintended biases. For in-
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stance, as presented in this study, reminding reviewers of relevant criteria could help 

to obtain a more balanced evaluation; or, the review form may be designed in a way 

to intentionally elicit gut feelings by not making use of reminding reviewers on cer-

tain evaluation criteria. Research might reveal different types of reviews for which—

according to the specific intent of online vendors (i.e., eliciting gut feelings or provid-

ing balanced ratings)—different principles of form design may be relevant. Differen-

tiating types of reviews might also help readers of reviews to better interpret them, 

e.g. is a review a spontaneous snapshots of predominant impressions or rather a bal-

anced and comprehensive evaluation? 
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Abstract. In the past years many NeuroIS studies have been published using 

different neuroimaging tools like electroencephalography (EEG) or functional 

magnetic resonance imaging (fMRI). In general most of the EEG studies have 

been performed in the lab, where participants are mounted with EEG sensors 

sitting in front of the computer and following the presented instructions. There 

are several mobile EEG systems on the market which could be used to 

investigate brain activity of human behaviour in the field, like during sports or 

social activities. In this paper we will present a novel system for EEG-based 

NeuroIS studies out of the lab, named mobile NeuroIS. The system consists of 

a wireless EEG system and a smart-phone, serving as a monitor. Beside the 

system architecture we will present first evaluation data of three participants 

using it as mobile Brain-Computer Interface (BCI) application.  

 

Keywords: Mobile EEG; P300 Speller; Brain-Computer Interfaces 

 

 

1 Introduction 

 

Small and wireless mobile EEG systems have substantial practical advantages as they 

allow for brain activity recordings in natural environments [1,2,3]. This technology 

facilitates among others the transfer of brain-computer interface (BCI) applications 

from the laboratory to natural daily life environments, one of the key challenges in 

current BCI research [4].  

A recent definition describes a BCI as follows [5,6]  "A BCI is a system that measures 

central nervous system (CNS) activity and converts it into artificial output that 

replaces, restores, enhances, supplements, or improves natural CNS output and 

thereby changes the ongoing interactions between the CNS and its external or internal 

environment.” Recently a Special Issue called “The plurality of Human Brain-

Computer Interfacing was published, delivering the state of the art in BCI research 

from applications [21] to signal processing [22]."  
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In the past years a shift of interest in BCI technology comes from the unique 

advantage of having access to the user’s ongoing brain activity [19] which enables 

applications spanning a variety of domains such as brain-activity based gaming [7] or 

neuro-economics [8]. For example, Misawa and colleagues created a trial BCI system 

to assist with purchase decision-making. Furthermore [9] already outlined two 

possible long-term goals of BCI research in the business domain: (1) automatization 

of process steps in administrative work flows (e.g., enterprise systems recognize a 

user’s thoughts and start with information processing without using an input device), 

and (2) increase of a system’s usability (e.g., automatic redesign of an interface on the 

basis of a user’s mental state).  

Here we will present a mobile NeuroIS system, consisting of a mobile EEG system 

and a standard mobile phone and its evaluation with data of a classical P300-based 

BCI task. For example De Vos and colleagues [4] compared their mobile EEG [2] to a 

well-established, wired laboratory EEG amplifier. They also used a classical visual 

ERP speller paradigm [10], as it is among the most frequently used BCI paradigms. 

Compared to our study, where the participants performed the experimental task on the 

smartphone, they were sitting in front of a computer in the lab running the 

experiment. Especially EEG, with a high temporal resolution, became a tool of 

growing interest for investigations in IS research [11]. In the past years a lot of IS 

constructs have been investigated by EEG but mostly restricted to laboratory 

situations. Therefore our proposed system can also be used in future NeuroIS research 

in natural environments.  

 

2 System Architecture 

 

The mobile P300 speller was implemented in an android-based biosignal acquisition 

application called mobile BCI. This application allows transformation of EEG data 

through a given network. It connects via Bluetooth 2.0 the biosignal amplifier. For 

this purpose the TOBI Signalserver  and TiA interface [13] was migrated in a mobile 

application and a user interface for controlling was implemented. In the following part 

the method to develop a P300 speller for android based devices will be explained in 

detail. 

2.1 Implementation General 

 

The implementation was realized in JAVA by using the Android Software 

Development Kit (SDK). This toolkit delivers only the basic functions. Additionally 

tools like the Android platform tools and the Android library package are necessary to 

implement a user-friendly design. As integrated development environment (IDE), 

Eclipse with the Android Development Tools (ADT) Plugin was used. The ADT 

Plugin allows successful development of an Android Applications.  
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2.2 Client 

 

The client receives and saves data of the Signalserver for further processing. The 

Signalserver used the TOBI Interface A (TiA) library which is implemented in C++ to 

support a standardized data transfer.  Using the TiA for the current application the 

Android native Development Kit (NDK) was necessary. This NDK is able to compile 

the source code (C, C++, ec.) in native code libraries or executables. For this purpose 

a Client.java class was implemented which implements the compiled shared library 

with the loadLibrary() method. With the IP address and the port number it allows 

setting up or quit a connection to the Signalserver by TCP or UDP.  

 

2.3 User Interface 

 

This section describes the realisation of the P300 speller, the online feedback and 

related options. The 6 x 6 speller Matrix was improved by using a SurfaceView. 

Especially when fast updates are necessary the SurfaceView is essential.  To build a 

SurfaceView  a new class (SpellerSurfaceView.java) was established and the 

SurfaceHolder.Callback implemented. The SurfaceHolder.Callback Interface informs 

the SurfaceView if the surface has been build, changed or destroyed. The original 6x6 

matrix developed by [20] was enhanced with 36 alphanumeric signs.Furthermore a 

Textbox and a Textview were developed to give the user feedback and display the 

current status respectively. Additionally the options menu of the speller was improved 

to control several settings for different operation modes.  

 

3 Pilot Study 

 

Our system constitutes a fully portable EEG based real-time system including 

stimulus delivery, data acquisition, brain state decoding and neurofeedback. The raw 

EEG data is acquired with a mobile wireless biosignal acquisition system 

(g.MOBILlab, g.tec, Austria) to record the EEG and a common smartphone (Figure 

1). The system works with each commercially available smartphone after successful 

installation of the mobile BCI App.  
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Fig.1. Top left: System setup with commercial smartphone. Right: Smartphone display with 

flashing and not flashing speller matrix; Bottom: Participant using P300 Speller out of the lab 

 

The EEG data were transmitted to a receiver module connected to the smartphone. 

Custom-made software (TOBI signalserver and TiA interface [13]) for the phone 

transmits the EEG data to a server or processes it locally, enabling real-time brain 

state decoding. In the following section we describe the evaluation of this system with 

three volunteers performing a traditional P300 based BCI task.  

 

4 Methods 

 

4.1 Participants 

 

Three participants, one female, two male, aged between 19 and 30 took part in the 

pilot study. All participants received a detailed explanation of the experimental 

procedure and written informed consent was obtained from all. The study was carried 

out in accordance with The Code of Ethics of the World Medical Association 

(Declaration of Helsinki) for experiments involving humans.   

 

4.2 EEG Recording 

 

In the present study we used a mobile wireless biosignal acquisition System 

(g.MOBILlab, g.tec, Austria) to record the EEG.  We mounted 4 passive Ag/AgCl 

(Fz,Cz, Pz, Oz) electrodes according to the 10/20 international system. A sampling 
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rate of 256 Hz and a bandpass filter between 0.5 – 100 Hz was used.  It is also 

possible to use other EEG sensors [12]. 

 

4.3 Paradigm 

 

The P300 speller paradigm was used, where the commands (letters or symbols) are 

displayed in a matrix on a screen. When the user focuses on an element of the matrix 

a P300 and other event-related potentials (ERPs) are elicited whenever this element is 

highlighted. The rows and columns are then highlighted by chance and the one 

containing the target item will elicit the P300 response. Using this procedure, a 

visually evoked P300 is used to drive a communication system that is usually referred 

to as “P300 speller” [14,15]. This “P300 speller” typically consists of a keyboard-like 

matrix, containing alphanumeric characters which are usually presented on a personal 

computer screen to the user [16,17,18]. Here we use the smartphone display as the 

screen enabling the participant to use the P300 speller everywhere out of the lab 

(Fig.2.bottom).  

 

4.4 Training 

 

In a first session the calibration of the system was realised by copy spelling of the 

defined letters/numbers “H4FUJ”. After this calibration of the classifier a rest period 

of 10 minutes followed. The EEG data of participant 1 for the calibration session are 

illustrated in Figure 2 exemplarily.   

 

Fig.3. Grand average (all letters) and single ERPs (each letter) of participant 1 (green: targets; 

red: non targets) 
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4.5 Online Spelling 

 

After the training session and system calibration participants had to spell “MOBILE 

BCI TEST” three times. During this spelling session participants received feedback 

immediately when the desired letter appeared. In case of wrong selections they were 

instructed to keep on spelling. The results of the online spelling task are shown in 

table 1. For each trial of the online spelling task and participant, the accuracy and the 

bitrate [bits/min] are shown in Table 1. All three participants achieved accuracies 

above 85 % in all trials reflecting a very good performance. 

 

Table 1. Accuracy [%] and bit-rate [bits/min] of each online spelling session 

 Participant 1 Participant 2 Participant 3 

Trial accuracy  bit-rate accuracy bit-rate accuracy bit-rate 

1 93.33 6.40     100.00 6.40 94.44 7.04 

2 86.66 5.49 93.33 6.40 88.88 6.23 

3     100.00 7.57 93.33 7.57 94.44 7.04 

Mean/SD 93.33/6.67 6.49/1.04 95.55/3.85 6.79/0.86 92.58/3.21 6.77/0.49 

 

 

Concluding, the results of our pilot study showed that the system works properly and 

could be used on a commercial smartphone.  A future study is planned with more 

participants and a modified P300 spelling setup and application. 

 

5 Discussion 

 

In the present paper we introduced a mobile EEG system with a smartphone serving 

as monitor and recording device. The simple system architecture allows applications 

in natural environments, out of the lab. The system could be easily adapted to other 

experimental designs and also other sensor types, e.g. active or dry electrodes, could 

be used. We evaluated the system with the P300 speller and the results are very 

promising. The mean accuracy was in all participants higher than 90 % with a mean 

bit-rate of about 6 seconds. This first pilot study shows the suitability of the proposed 

EEG system for real-time neuroscience applications, based on standard mobile phone 

technology. Furthermore it can easily be applied to different experimental scenarios 

investigating constructs like technostress or decision making in the field of NeuroIS.  
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Abstract. The increasing importance of the smartphone industry has led many to 

debate which leading mobile platform, iOS or Android, is best. One of the central 

arguments is that perceived ease of use of the device should be the principle con-

sideration. To measure this, one can reference Cognitive Load Theory and em-

ploy EEGs to register the mental load associated with completing common 

smartphone tasks such as making a call or navigating to a web page. The pro-

posed study aims to evaluate the mental load associated with a set of tasks per-

formed on a smartphone by a user who is unfamiliar with the operating system. 

It is our belief that this initial measure of mental load will act as a surrogate for 

which operating system embodies the idea of universal usability. 

Keywords: Cognitive load · mental load · perceived ease of use · iOS · Android 

· implicit measure · universal usability · smartphone · NeuroIS. 

1 Introduction 

The continued growth of the smartphone market globally coupled with the fact that 

almost three quarters of smartphone buyers reportedly care about the operating system 

(OS) that runs on their device [1] has led to the research question of which mobile 

platform, Apple's iOS or Google's Android, is better? While many reviewers on tech-

nology review websites have fought over this question by delineating key differences 

between the two such as user experience, customizability, reliability, battery life man-

agement, and app ecosystems [2], no one has offered conclusive scientific evidence of 

which one is better. Furthermore, the argument is marred by the intense loyalty that 

can be observed of both camps [3]. 

One of the best arguments in this debate is that a smartphone OS should be evaluated 

by its ease of use to first-time users. While this debate is impelled by technology blog-

gers the world over, it is founded on academic thought. Fred Davis [4] began outlining 

this theory when he suggested that when predicting usability, one should consider its 

perceived ease of use which he defined as “the degree to which a person believes that 

using a particular system would be free of effort” (page 320). He postulated that this 

was the best measure of how much a system would be used and accepted with the Tech-

nology Acceptance Model (TAM). To validate his claims he employed theories of mo-

tivation including the theory of self-efficacy [5] which is defined as the “judgments of 

mailto:amarsh7%7d@students.kennesaw.edu
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how well one can execute courses of action required to deal with prospective situations” 

(page 122). 

Ultimately, an OS and a smartphone are co-designed to help the user accomplish 

certain tasks: call a contact, add an appointment to their calendar, navigate to a specific 

web page, check the weather, get directions, etc. These tasks should be completed with 

ease and without much thought by the user. The smartphone should represent a tool that 

acts as an extension of the user and should never present a barrier to completing a given 

task, especially when the user has limited time. This is a concept termed universal us-

ability as described by Ben Shneiderman [6]. 

Universal usability is something that every OS vendor, Apple and Google included, 

should work towards achieving. However, it is not clear how one would identify uni-

versal usability since there is no definitive way to measure it. This is rooted in the fact 

that perception is unique to every individual and entirely intrinsic; it is difficult to com-

pare between individuals through articulation. Thus, the use of neurophysiological tools 

to measure universal usability as an outlay of perceived ease of use may hold the an-

swer.  Other NeuroIS researchers would seem to agree as elements of TAM have been 

examined using electroencephalography (EEG) [7] and functional magnetic resonance 

imaging (fMRI) [8]. 

In neuroscience and psychology the Cognitive Load Theory (CLT) is based on an 

understanding that the brain consists of “limited working memory with partly inde-

pendent processing units for visual/spatial and auditory/verbal information, which in-

teracts with a comparatively unlimited long-term memory” (page 63) [9]. While this 

framework has concentrated on the development of instructional methods, it can be 

applied to the evaluation of difficulty which can be linked to perceived ease of use. 

Therefore, through the measurement of cognitive load -- or more specifically mental 

load, which is that aspect of cognitive load that is derived from the demands of com-

pleting a task -- one may effectively measure the perceived ease of use in a particular 

instance. In this case, the perceived ease of use of an OS. 

It is important to note, however, that mental load experienced when completing a 

task is dramatically reduced through repetition which leads to the bypassing of working 

memory. As outlined by Charles Duhigg [10], this is the moment that the Basal Ganglia 

takes over from the neocortex. This can be further explained by the fact that the brain 

is a very complex organ that acts selfishly seeking to reduce mental load as much as 

possible [11].  Therefore, users of a particular OS will experience their cognitive load 

diminishing when completing common tasks as they become accustomed to the OS and 

its user interface. To truly study the perceived ease of use of a platform, one must elim-

inate the possibility of habitual operation and focus only on users who are new to an 

OS. 

In measuring the mental load of smartphone users as they switch from a familiar OS 

to an unfamiliar OS, it is hypothesized that one could effectively evaluate the perceived 

ease of use of the unfamiliar OS. Furthermore, the mental load experienced when using 

a familiar OS can be used as a baseline for when the same OS is unfamiliar to a user. 

Thus, the purpose of this study is to evaluate Apple’s iOS and Google’s Android 

platforms in terms of perceived ease of use, through the measurement of mental load. 

In doing so, it is believed that a more objective answer can be established to the question 

of which OS is better. More importantly, however, this will provide an opportunity to 
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both vendors and other user interface and OS designers to evaluate their own perfor-

mance. The importance of this is greatly emphasized when one considers the link be-

tween perceived ease of use and user satisfaction and then user satisfaction and profit-

ability. 

2 Background 

Ever since the Apple iPhone's original launch in 2007 and Google Android's first ap-

pearance in September of 2008, there has existed a feud between the two camps. Similar 

to the feud between Chevy and Ford trucks or Playstation and Xbox gaming consoles, 

it appears that a defined winner may never arise. This is due to the fact that both sides 

offer something that the other does not. This can make for a frustrating, never-ending 

argument between both software development giants. There are, however, benefits to 

conflicts such as these. With both sides wanting to win this “war” and gain a larger 

share of the market, technology within the OS is constantly being refined and enhanced 

to try and out-do the competitors, which benefits consumers greatly.  

In this study, we will utilize a flagship smartphone on the iPhone and the Android 

OS. It is crucial that the smartphones be of “flagship” status since we want both OSs to 

run at their optimum level. For iOS, we will use an iPhone 6s and for Android we are 

targeting use of a Nexus 6P (manufacturer willing). We chose to use an iPhone 6s be-

cause it is the only smartphone that runs iOS and it is of the current generation of iPh-

one. Out of all of the available Android devices on the market (e.g., Samsung, LG, 

HTC, Motorola, etc.), we chose Nexus because it runs the purest form of Android cur-

rently on a smartphone platform, according to the Nexus website 

(https://www.google.com/nexus/). It is important to note that we are not testing hard-

ware strength, but the ease of use of the OS.  

Through this study, we will be measuring mental load to determine which of the two 

leading mobile OSs, iOS or Android, ranks top in perceived ease of use. It is our belief 

that iOS will come out on top and have lower levels of mental load based on the high 

levels of satisfaction that users of the platform report [12] and due to its widespread use 

by consumers. Therefore, the contrarian belief is that Android will cause higher levels 

of mental load, and subsequently require more time to complete specific tasks than iOS. 

The purpose of the study, however, is not necessarily to acknowledge a definite “win-

ner,” but to better understand how user interfaces help to reduce mental load through 

the aesthetics and functionality of the OS. 

3 Proposed Methodology 

A sample of 32 college students aged 20-25 will be drawn randomly from a university 

located in the southeast of the United States. Sixteen (16) participants will be incumbent 

Android users and 16 participants will be incumbent iOS users. An incumbent user, for 

the purposes of this study, is any user that has used a particular operating system for 

two years or more. Participants will be screened to ensure that they do not interact with 

the ‘unfamiliar OS’ through another medium such as a tablet. 



4 

The participants will then be recorded using EEG to measure their mental load as 

they complete a set of five simple smartphone tasks: (1) Make a call, (2) Send a text 

message with a photo, (3) Navigate to a webpage, (4) Set a time-based reminder, and 

(5) Get directions. These tasks will be performed and the resulting mental load will be 

recorded for each task in randomized order on a familiar device and on an unfamiliar 

device.  This methodology will follow similarly to that used by de Guinea et al. [7] in 

measuring mental load as an implicit antecedent of perceived ease of use, including the 

use of survey questions coupled with qualitative questions to help triangulate percep-

tions.  

The results will be analyzed and each task completed by each participant will be 

ranked in terms of mental load required. These will then be tallied at the end of the 

study to determine which OS produces the lower amount of mental load for new users 

and compared with the qualitative statements made. 

4 Conclusion 

This study will be testing to see which mobile OS, iOS or Android, causes the least 

amount of mental load on new users by measuring and recording more objective data 

in the form of EEG readings. This is not only to demonstrate which mobile OS is uni-

versally more compatible with end users, but to observe if the particular design and 

functionality of a user interface really does play a large part in perceived ease of use. 

College students will be recruited and have their EEGs recorded to measure their mental 

load as they complete defined tasks. After data has been recorded and analyzed, we 

believe that iOS will come out on top due to its high customer satisfaction ratings over 

its lifetime, and that Android will cause greater mental load for new users, demonstrable 

via EEG activations. 
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Abstract. Traditional market research used to focus on survey-based investiga-

tions. The first generation of Neuromarketing focused on Brain Imaging via 

functional Magnet Resonance Imaging (fMRI), which allowed for a true insight 

into brain activities with accurate localisation results. Finally, the new genera-

tion of Neuromarketing provides valuable information about implicit affective 

responses, which in combination with explicit responses are most useful for 

product evaluation and many further economic decisions. This study investigat-

ed various aspects of Samsung and Apple smartphones with respect to their 

conscious and unconscious affective impact in response to visual presentations. 

Besides various interesting discrepancies between conscious and unconscious 

affective responses, an overall outcome is that male Samsung owners demon-

strated most positive nonconscious affective processing levels regardless of 

which brand and version being exposed to. 

Keywords: smartphones • conscious and unconscious affective responses • 

Neuromarketing • consumer neuroscience 

1 Introduction 

Most companies make their profits by selling products that can vary from actual 

goods to services provided to customers. In any case, products are designed and 

shaped and once they are readily created they are evaluated for the purpose of testing 

their usability and aesthetics both of which are meant to be indicators for consumers 

purchasing behavior. The traditional approach to this is to utilize surveys and/or ques-

tionnaires in order to collect explicit responses that are then used to adjust goods or 

services before they finally hit the market. However, a number of rather recent inves-

tigations has highlighted that explicit responses can lead to opposite results compared 

to implicit responses [1,2,3,4,5], which are often understood as being more involved 

in the guidance of human behavior than any conscious thinking processes [6]. 
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The current study followed the trend to simultaneously take explicit and implicit 

measures while participants were exposed to visual presentations of two versions of 

iPhones (Apple) and two versions of Galaxy phones (Samsung). In addition, the Ap-

ple logo was compared to the Samsung logo as well as the iPhone package design to 

the Galaxy package design with respect to potential discrepancies between implicit 

and explicit responses with a focus on affective processing. 

We used startle reflex modulation (SRM) as an index of implicit (non-conscious) 

affective responses and subjective rating performance as an index of explicit (con-

scious) emotion-related processes.  

2 Methods 

2.1. Participants 

 

Participants were 31 volunteers aged from 19 to 25 (14 men). All were right-handed, 

with normal or corrected to normal vision and without neuropathological history. 

They were tertiary education students familiar with both smartphone brands, Apple 

and Samsung. They all signed their informed consent and the study was approved by 

a local ethics committee. 

 

 

2.2. Procedure 

 

Participants were invited to come to the CanBeLab (Cognitive and Affective Neuro-

science & Behavior Lab) at the Webster Vienna Private University in order to volun-

teer in this study. They were given an information statement and a consent form to 

sign as well as a short demographic questionnaire to fill in. They were then asked to 

sit on a comfortable chair while sensors for startle eye blink responses, heart rate and 

skin conductance were applied. All respective data were recorded with a Nexus 10 

mobile and wireless physiological recording device (Mind Media Netherlands) by 

using the associated Biotrace + software package. Biotrace + was also used to control 

visual stimuli and startle probe presentations (50ms bursts of acoustic white noise 

delivered via headphones at a sound pressure level of about 110dB). 

Two presentation blocks were created, one of which included photos of actual 

iPhones and Galaxy phones, while the other block contained photos of the Apple and 

Samsung logo plus iPhone and Galaxy package boxes, all presented in random order. 

For each photo category, 30 different versions were presented and every 5th or 6th 

presentation was associated with a startle probe resulting in 5 startle responses per 

condition and per subject. 

 

2.3. Startle reflex modulation and explicit ratings 
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A 10 channel mobile physiological recording device (NeXus-10 by Mind Media BV) 

in combination with the software package Bio-trace + was used to measure eye blink 

responses to controlled startle probe presentation. Through bipolar electromyography 

left eye blink responses that are contractions of the musculus orbicularis oculi were 

measured of every study participant. For a more detailed description of the respective 

EMG recording technique, please refer to Mavratzakis et al. 2013 [7]. 

For this study, both heart rate as well as skin conductance data were not further ana-

lysed. Thus, only startle reflex modulation is explained here. After each presentation 

participants had to rate their like and dislike respectively on a Likert scale from 1 to 9 

button presses. 

 

2.4. Data processing and statistical analysis 

 

Explicit ratings of all target presentations that had startle probes associated with were 

averaged across all 5 separate versions for each condition. In order to analyse startle 

responses the root mean square (RMS) method was used to transform all raw high 

frequency EMG signals into amplitudes, which were then taken for descriptive as well 

as analytic statistics. Averages were created across all 5 startle responses for each 

condition. 

In the following, Repeated Measures ANOVA and t-tests were calculated to compare 

means of all measures and all conditions for both explicit rating and startle response 

data. 

3 Results 

3.1. Smartphone package design 

 

Explicit rating data show that owners of iPhones like Apple packages more than Sam-

sung packages and vice versa that Galaxy phone owners like Samsung packages bet-

ter than Apple packages (see table1: ANOVA interaction p-value = .005, f=6.551) 

(see figure 1 for bar diagrams). Gender did not significantly interact.  

 

PACKAGE-Valence Rating F p-value 

Brand .010 .921 

Brand*Sex .590 .450 

Brand*Owned 6.551 .005 

Brand*Sex*Owned 1.268 .299 

 

PACKAGE-Startle Reflex Modulation F p-value 

Brand .883 .356 

Brand*Sex .723 .403 

Brand*Owned .835 .446 

Brand*Sex*Owned 2.471 .105 
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Apple BOX 

Samsung BOX 

Table 1: ANOVA results related to Package design. 

The ANOVA analysis of startle responses did result in only a trend towards signifi-

cance with respect to a three way interaction between brand, owned smartphone and 

sex. This trend shows that male iPhone owners respond more positive to iPhone pack-

ages and more negative to Galaxy packages, while male Galaxy phone owners re-

spond more positive to Galaxy packages and more negative to iPhone packages 

(matching result). In females, the effects were reversed, however, this results did not 

reach significance (see table 1 and figure 1). 

 

 
 

 

 
Figure 1: While t-tests revealed partially significant valence rating differences (*) no 

startle response differences were found to be significant, although strong trends oc-

curred.  

 

3.2. Smartphone logo 

 

In Apple owners, both sexes rated the Apple logo more positive than the Samsung 

logo, and even Galaxy owners found the Apple logo more positive than the Samsung 

logo (less pronounced though). Interestingly, female other smartphone owners rated 

the Apple logo more positive than the Samsung logo, but in male other smartphone 

owners this was reversed. 

 

 

LOGO-Valence Rating F  

Brand 10.564 .003 

Brand*Sex .456 .506 

Brand*Owned 4.181 .027 
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Brand*Sex*Owned .858 .436 

 

LOGO-Startle Reflex Modulation F p-value 

Brand .334 .569 

Brand*Sex .083 .776 

Brand*Owned 3.747 .038 

Brand*Sex*Owned 2.397 .112 

 

Male Galaxy phone owners showed lower startle responses when presented with the 

Samsung logo compared to iPhone owners when presented to the Apple logo (see 

figure 2). However, in both owner groups there was no difference between the Apple 

and the Samsung logo. In females though, there was a clear tendency of iPhone own-

ers to respond more positively to the Samsung logo and Galaxy owners to respond 

more positively to the Apple logo. Surprisingly, female other phone owners demon-

strated more positive affective responses to both the Apple and the Samsung logos 

than did iPhone and Galaxy phone owners to their respective logos. See figure 2 for 

bar diagrams. 

 

 

 
 

 

 
Figure 2: Both female and male Apple owners rated the Apple logo more positive. 

However, in females startle responses show that the Samsung logo elicited more posi-

tive raw affective processing. 
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3.3. Pictures of smartphones 

 

Explicit rating performance shows that owners respond differently to Samsung and 

Apple smartphone depending on what smartphones they own. Among Apple owners, 

female and male participants both responded very similarly demonstrating higher 

preference for iPhones. In Samsung smartphone owners though, females showed 

higher preference for iPhones too, which was not the case in male Samsung owners. 

Interestingly, an overall “version” effect occurred. This shows that the two different 

versions of each brand had varying effects on explicit ratings related to picture 

presentations of those phones. 

 

Smartphone Brand-Valence Rating F p-value 

Brand 1.728 .201 

Brand*Sex .083 .775 

Brand*Owned 8.370 .002 
Brand*Sex*Owned 1.091 .351 

Version 10.037 .004 
Version*Sex .388 .539 

Version*Owned 1.742 .196 

Version*Sex*Owned 1.027 .373 

Brand*Version .566 .459 

Brand*Version*Sex 1.044 .317 

Brand*Version*Owned 1.342 .280 

Brand*Version*Sex*Owned .070 .933 

 
Startle Reflex Modulation data show only a trend for a three-way interaction between 

brand, version and sex regardless of smartphone ownership. In particular, male partic-

ipants responded more positively to the older Galaxy phone compared to the newer 

version (see figure 3). 

 

Smartphone Brand-Startle Reflex Modulation F p-value 

Brand .008 .928 

Brand*Sex .499 .486 

Brand*Owned .007 .993 

Brand*Sex*Owned .269 .766 

Version 1.490 .234 

version*Sex .132 .720 

version*Owned .112 .895 

version*Sex*Owned .711 .501 

Brand*version .000 .999 

Brand*version*Sex 3.068 .092 

Brand*version*Owned .182 .834 

Brand*version*Sex*Owned .111 .896 
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Figure 3: Bar diagrams to show explicit responses and startle responses to visual 

presentations of Samsung and Apple phones. 

  

An overall outcome that is worth being mentioned is that male Samsung owners in 

general showed most positive affective processing (as in most reduced startle re-

sponses) regardless of brand, version and even experiment. 

4 Discussion 

Although not as clearly as other studies, this investigation also supports the idea that 

highly conscious and thought through explicit responses do not always match up with 

lower-level more implicit brain responses that are known to dominantly guide human 

behavior. This is particularly true for affective content [see 8,9]. Pleasantness related 

to urban neighborhoods [10], different bottle shapes [11] and food [12], as well as 

emotion ownership [4] and emotion-related experimental design [7] have shown dis-

crepancies between explicit versus implicit affective responses, while brand attitude 

for instance showed a match [13]. 

After all, it is mainly the discrepancies that brought to our attention that emotion-

related information processing has different aspects [16,17]. It has been highlighted 

that emotion is "not what you think it is" [2], that there is more to emotion than sub-

jective feeling. As the main basic scientific progress we can assume and conclude that 

Galaxy S5 

Galaxy S6 

iPhone 5S 

iPhone 6S 



8 

the human brain continuously processes affective information, which is coded via 

subcortical neural activity and which is primarily used to make affect-based decisions. 

In terms of evolution, it is a matter of pure survival to process affective information, 

because it's reflecting avoidance- and approach-related aspects of any stimulus. This 

is more important than cognitive aspects, which are reflective of the pure nature of 

any stimulus or in other words "what it is" that is perceived through the senses. 

 

The cognitive aspects are processed cortically and if one is asked to verbalise via 

explicit responses how pleasant something is, conscious cognitive processes are 

forced to put non-conscious affective (subcortical) brain activity into words. On the 

way of raw affective processing, which guides human behavior non-consciously, to 

verbalising the same affective content initial affective valence can be altered, a pro-

cess called "cognitive pollution" [13]. This idea might explain discrepancies between 

implicit and explicit responses to emotion-related processing as found in the present 

study. Assuming this idea is correct, it means that conscious responses to emotion-

related questions are always potentially biased or "polluted", which leads to the notion 

that subjective responses should be completed with objective measures. For this pur-

pose, startle reflex modulation is suggested, because it has been shown long ago to 

adequately quantify raw affective processing [19]. It has already been introduced to 

various different fields including distinct implications, clinical and industry-related 

[14,15,18]. 

 

Acknowledgements. This study was conducted in collaboration with the Sigmund 

Freud University in Vienna. 
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Abstract. Individuals’ reactions to a new technology have been studied exten-

sively in the information systems and other literatures. We suggest that one of 

the possible dispositions to a new technology, ambivalence, has not been studied 

much in the information systems research. Ambivalence refers to a state of hav-

ing both positive and negative orientations toward an object simultaneously. Our 

conjecture is that it is possible for an individual to have such a reaction toward a 

new technology. In addition to having both positive and negative orientations, 

ambivalence may also represent as cognition and/or emotion. We suggest that 

such a complex reaction and/or state can be better understood using a neurophys-

iological approach because this approach will help us disentangle various facets 

and temporal dynamics of ambivalence. In this proposed research, we seek to 

conduct an empirical study to understand the neural correlates of ambivalence 

toward a technology. 

Keywords: Ambivalence · Technology · EEG · source localization 

1 Introduction 

Individuals’ reactions to a new technology have been a topic of much interest in the 

information systems (IS) literature. Prior research has focused extensively on how in-

dividuals react to a new technology, such as beliefs (e.g., perceived usefulness, per-

ceived ease of use, user involvement, user participation, social influence, and perceived 

enjoyment), attitudes (e.g., user satisfaction, attitude towards a technology), intentions 

(e.g., intention to use and continuance intention), and behaviors (e.g., system use, 

avoidance, exploration, exploitation, and resistance behaviors). Indeed, this stream of 

research has been considered one of the most prolific and mature streams of research 

in IS [1, 2]. Notwithstanding our extensive understanding of individuals’ reactions to a 

new technology, technology implementations still fail in organizations and people is-

sues are still considered a major concern in technology implementation projects. For 

example, a recent industry report has touted people-related issues, such as executive 

sponsorship, emotional maturity, and user involvement, as the top three success factors 

in IS implementation projects [3].  

mailto:hbala@indiana.edu
mailto:%7d@hec.c
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 Prior IS research has primarily focused on either a positive (e.g., opportunity, ac-

ceptance, perceived usefulness, perceived enjoyment) or a negative (e.g., threat, re-

sistance, perceived anxiety, technostress) disposition toward a new technology. Alt-

hough there are few exceptions that have focused on mixed reactions (e.g., [4]), we 

suggest that such a dichotomous view (i.e., either positive or negative) is perhaps nar-

row and does not reflect the fact that many individuals may have an ambivalent view 

towards a new technology (i.e., both positive and negative dispositions at the same 

time). Indeed, research in social psychology and organizational behavior has suggested 

that the “experience of simultaneously positive and negative orientations toward a per-

son, goal, task, idea, and such appears to be quite common…but it is poorly understood” 

[5]. Ambivalence is defined as simultaneously oppositional positive and negative ori-

entations toward an object [5, 6]. In the context of a technology in the workplace, it is 

possible that an individual may think it will make his or her work more effective—i.e., 

a positive orientation. At the same time, the same individual may think the technology 

will be hard to master and it will change his or her routines that have made him or her 

successful in the first place—i.e., a negative orientation. Such an ambivalent view is 

possible for both work-related (i.e., utilitarian) and non-work-related (i.e., personal 

and/or hedonic) technologies. We suggest that in today’s environment in which indi-

viduals are exposed to a wide variety of ubiquitous and pervasive technologies in their 

personal and professional lives, it is likely that ambivalence will be a prevalent individ-

ual disposition towards a technology. 

 Prior research has paid limited attention to the notion of ambivalence or mixed re-

actions toward technologies. In a recent article, Stein et al. [4] found that individuals 

developed ambivalent emotions that led to task and technology adaptation behaviors. 

Beaudry and Pinsonnault [7] studied technology-related coping behaviors and sug-

gested that individuals may develop perceptions of opportunity and threat. Although 

they alluded to the notion of simultaneous presence of opportunity and threat percep-

tions, they did not explicitly theorize the notion of ambivalence in their study. More 

recently, they did study the effects of both positive (i.e., happiness and excitement) and 

negative (i.e., anger and anxiety) emotions on coping behaviors and technology use [8]. 

Recently, Bala and Venkatesh [9] also studied opportunity and threat reactions and sub-

sequent adaptation behaviors. However, these studies primarily focused on behavioral 

aspects of technology adaptation, examined positive and negative reactions and/or emo-

tions separately, and did not explicitly theorize and test the notion of ambivalence to-

ward a technology, i.e., simultaneous presence of positive and negative orientations 

toward a technology.  

While it is possible to study ambivalence using the traditional behavioral approach 

(e.g., measuring ambivalence using survey items), recent research in social psychology 

has suggested that neurophysiological measurement of ambivalence will provide a bet-

ter understanding of cognitive and emotional state involved in ambivalence [10]. By 

definition, ambivalence is the synchronous presence of two or more emotional and cog-

nitive states. Such complex cognitive and emotional states can be better captured and 

understood through neurophysiological measures than traditional questionnaire/survey 

based approaches. Through the use of electroencephalography, we will be able to tease 
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apart these states and their sequence (and/or simultaneity) even when they are subcon-

scious. Our research questions are as follows: 

1) What are the neural correlates of ambivalence? 

2) How is ambivalence towards technology neurophysiologically different from only a 

positive or negative state?  

3) Can we tease apart the sequence in which the positive and negative states occur 

when ambivalence is present?  

 In order to find answers to these research questions, we propose to conduct an em-

pirical study in which individuals will be exposed to several work and non-work-related 

technologies. One of our goals is to develop and present a methodology for a neuro-

physiological measure of ambivalence. We plan to experimentally manipulate positive, 

negative, and ambivalent orientations toward these technologies. We expect to invoke 

these orientations and measure how different parts of the human brain get activated by 

these orientations. We expect to find that ambivalence is indeed a distinct neurological 

reaction and that individuals develop ambivalent attitudes toward a technology. We 

also expect to unearth how ambivalence influences individuals’ intentions to use a tech-

nology. Our research is expected to make substantial contributions by offering insights 

on ambivalence toward technology, an individual reaction, that has not been studied 

much in the IS literature.  

2 Hypotheses 

Given that ambivalence is an experience with both positive and negative orientations, 

we expect that it will activate different regions of brain. At a minimum, we expect that 

ambivalence will activate more brain areas that either positive or negative orientations 

can activate individually. In addition to having both positive and negative orientations 

toward a technology, ambivalence may also include cognition (“I think about technol-

ogy x) and emotion (“I feel about technology x”) simultaneously [5]. Therefore, we 

expect that ambivalence will activate not only different brain regions, but also more 

brain areas compared to positive and negative orientations toward technology.  

 H1a: Ambivalence toward a technology elicits multiple different but simultaneous 

sources of brain activity in individuals (including activity that is not present when in 

presence of either positive or negative orientations toward a technology). 

 H1b: Ambivalence toward technology elicits more cerebral activity in individuals 

than either positive or negative orientations toward technology. 

 We suggest that ambivalence will have a negative influence on intention to use a 

new technology. Prior research has found that ambivalence typically leads to negative 

outcomes because it is difficult for individuals to reconcile the clash between positive 

and negative orientations and between cognitions and emotions [5, 10]. Individuals are 

likely to feel tensed and confused when they develop ambivalence toward a technology. 

Therefore, we expect that ambivalence will have a negative influence on intention to 

use a new technology.  

 H2: Ambivalence toward technology will have a negative influence on intention to 

use a new technology.  
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3 Proposed methodology 

The proposed methodology builds upon the traditional neuroscientific method of elic-

iting event-related potentials. Event-related potential research is meant to determine the 

sequence of the brain’s electrical activity in response to a presented stimulus. By pre-

senting stimuli of a certain type a large number of times and averaging together the 

brain responses immediately following each stimulus, the background brain activity is 

averaged out and we are left with the brain response that is specific to that type of 

stimulus. We can also employ source localization algorithms to triangulate the location 

of the response in the brain and thus better understand the underlying cognitive pro-

cesses [11–13]. 

3.1 Participants 

Forty participants will be recruited through our institution’s recruitment panel. Usual 

demographics for this panel consist of university students aged between 18 and 35 years 

old and equally distributed between genders. The study will be presented to the institu-

tional review board before it begins.  

3.2 Experimental procedure 

The first task is based upon an ambivalence study by Nohlen et al. [10]. Participants 

will first be presented with the name of a technology accompanied by two words that 

describe characteristics of this technology. The participant will then be asked to answer 

a yes/no question about the technology, specifically, “Would you adopt this technol-

ogy?”. They will answer with two buttons, one for yes, and one for no. Positive (for 

example: it will make you more effective) and negative (for example: it will be hard to 

master) characteristics will be combined as either congruent pairs (positive-positive or 

negative-negative) or incongruent pairs (positive-negative). Incongruent pairs are de-

signed to induce ambivalence.  

Each trial will start with a fixation cross (3000 ms) followed by the presentation of 

the name of the technology accompanied by its two characteristics until the participant 

answers. Three blocks of 60 trials each (approximately 10 minutes each) will be pre-

sented with a 5 minute break in between each block to adjust equipment and allow the 

participant to rest. Each block will have 20 congruent positive trials, 20 congruent neg-

ative trials and 20 incongruent trials. The order of trials will be randomized and the 

buttons will be counterbalanced. 

No specific evoked potential markers of ambivalence have been identified to this 

day, however we can use two brain responses that are sensitive to decision making and 

emotional valence given the right stimulus. In cognitive psychology literature, it has 

been demonstrated that more difficult choices elicit smaller P3 event-related potentials 

[14]. We can thus pose the hypothesis that incongruent trials will induce more ambiv-

alence and that ambivalence would be directly correlated with the amplitude of the P3 

event-related potential. We can also pose the hypothesis that congruent trials will elicit 
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frontal alpha asymmetry which has been linked to emotional valence [15] while incon-

gruent trials, through the eliciting of both positive and negative emotions, might present 

less asymmetry. 

3.3 EEG Acquisition and Analysis 

The electroencephalography (EEG) will be recorded with a 128 channel Brain Prod-

ucts Actichamp active electrode system (Brain Products, Munich, Germany). The data 

will be acquired at 1000 Hz with no acquisition filters, and the built-in FCz reference. 

It will then be offline preprocessed by filtering, rereferencing, artifact removing, seg-

menting and averaging for event-related potentials or frequency decomposing with 

wavelets for frontal alpha asymmetry.  

The event-related potentials and the frontal alpha asymmetry will be compared be-

tween congruent and incongruent trials to answer H1. The correlation between the am-

plitude of the event-related potentials and the participant’s answers as well as their re-

action times to answer will be calculated to answer H2. 

Finally, source localization will be employed to locate the source of the cerebral 

activity measured. The deartefacted EEG signal will be decomposed through independ-

ent component analysis (ICA) and we will apply clustering analysis to the components. 

Following that, the dipole fitting (DIPFIT) tool from EEGlab [16–19] will be used to 

identify the location in the brain of the source dipole for each cluster. This will inform 

us of the areas of the brain that are differently active for congruent and incongruent 

pairs of stimuli. With source localization, we could find that these regions present sep-

arate, but simultaneous, coactivated measures of positive and negative emotions, simi-

lar to those observed in the solely positive/negative conditions, or they could present a 

new and distinct marker of ambivalence. 

4 Discussion and Expected Contributions 

Ambivalence has been studied extensively in social psychology and organizational be-

havior literatures. It is a prevalent individual reaction that has been largely overlooked 

in the IS literature. We suggest that it is possible for individuals to develop an ambiva-

lent view toward a technology and such a view will have an effect on their adoption 

and use of the technology. Notwithstanding the maturity of research on individuals’ 

reactions toward technology and their adoption and use behaviors, we remain limited 

in our understanding of these important phenomena if we do not theorize and test why 

and how individuals form ambivalent views toward a technology and the impact of 

technological ambivalence.  

Our goal is to develop a deep understanding of technological ambivalence using a 

NeuroIS perspective. Given that ambivalence is a complex individual disposition (i.e., 

simultaneous presence of positive and negative orientations), we suggest that a neuro-

physiological examination of ambivalence toward a technology will provide insights 

on how technological ambivalence is different from a purely positive or negative ori-
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entation toward a technology. Our study is expected to provide insights on how ambiv-

alence activates human brain areas and this will help us understand the neurophysio-

logical sequencing involved in the development of ambivalence. Further, our study is 

expected to provide insights on how ambivalence is different from positive and nega-

tive orientations that have been studied extensively in the IS literature and how it affects 

individuals’ intention to use a new technology. We expect to find a strong presence of 

ambivalence as a salient reaction to a new technology and a negative association be-

tween ambivalence and the intention to use a new technology. This suggests that am-

bivalence is an important individual reaction toward a technology that has both theo-

retical and practical significance. We expect that our work will open new avenues of 

research on individuals’ reactions to a technology. 

References 

1. Venkatesh, V.: Where To Go From Here? Thoughts on Future Directions for Research 

on Individual-Level Technology Adoption with a Focus on Decision Making. Decis. 

Sci. 37, 497–518 (2006). 

2. Venkatesh, V., Morris, M.G., Davis, G.B., Davis, F.D.: User Acceptance of Information 

Technology: Toward a Unified View. MIS Q. 27, 425–478 (2003). 

3. Standish Group: 2015 Chaos Report. (2015). 

4. Stein, M.-K., Newell, S., Wagner, E.L., Galliers, R.D.: Coping with Information 

Technology: Mixed Emotions, Vacillation, and Nonconforming Use Patterns. MIS Q. 

39, 367–392 (2015). 

5. Ashforth, B., Rogers, K., Pratt, M., Pradies, C.: Ambivalence in organizations: A 

multilevel approach. Organ. Sci. 25, 1453–1478 (2014). 

6. Oreg, S., Sverdlik, N.: Ambivalence toward imposed change: The conflict between 

dispositional resistance to change and the orientation toward the change agent. J. Appl. 

Psychol. 96, 337–349 (2011). 

7. Pinsonneault, A., Beaudry, A.: Understanding user responses to information technology: 

a coping model of user adaptation. MIS Q. 29, 2005 (2005). 

8. Beaudry, A.: The other side of acceptance: studying the direct and indirect effects of 

emtions on information technology use. MIS Q. 34, 689–710 (2010). 

9. Bala, H., Venkatesh, V.: Adaptation to Information Technology: A Holistic 

Nomological Network from Implementation to Job Outcomes. Manage. Sci. 62, 156–

179 (2015). 

10. Nohlen, H.U., van Harreveld, F., Rotteveel, M., Barends, A.J., Larsen, J.T.: Affective 

responses to ambivalence are context-dependent: A facial EMG study on the role of 

inconsistency and evaluative context in shaping affective responses to ambivalence. J. 

Exp. Soc. Psychol. (2016). 

11. Müller-Putz, G.R., Riedl, R., Wriessnegger, S.: Electroencephalography (EEG) as a 

Research Tool in the Information Systems Discipline: Foundations, Measurement, and 

Applications, http://aisel.aisnet.org/cais/vol37/iss1/46, (2015). 

12. Riedl, R., Léger, P.-M.: Fundamentals of NeuroIS. Springer Berlin Heidelberg, Berlin, 

Heidelberg (2016). 



7 

13. Luck, S.J., Kappenman, E.S. eds: The Oxford Handbook of Event-Related Potential 

Components. Oxford University Press (2011). 

14. Cutmore, T.R.H., Muckert, T.D.: Event-related potentials can reveal differences 

between two decision-making groups. Biol. Psychol. 47, 159–179 (1998). 

15. Harmon-Jones, E., Gable, P.A., Peterson, C.K.: The role of asymmetric frontal cortical 

activity in emotion-related phenomena: A review and update. Biol. Psychol. 84, 451–

462 (2010). 

16. Delorme, A., Palmer, J., Onton, J., Oostenveld, R., Makeig, S.: Independent EEG 

sources are dipolar. PLoS One. 7, (2012). 

17. Makeig, S., Debener, S., Onton, J., Delorme, A.: Mining event-related brain dynamics. 

Trends Cogn. Sci. 8, 204–10 (2004). 

18. Delorme, A., Mullen, T., Kothe, C., Akalin Acar, Z., Bigdely-Shamlo, N., Vankov, A., 

Makeig, S.: EEGLAB, SIFT, NFT, BCILAB, and ERICA: New tools for advanced EEG 

processing. Comput. Intell. Neurosci. 2011, (2011). 

19. Delorme, A., Makeig, S.: EEGLAB: An open source toolbox for analysis of single-trial 

EEG dynamics including independent component analysis. J. Neurosci. Methods. 134, 

9–21 (2004). 

 



Neuroscience Foundations for Human Decision Making in 

Information Security: 

A General Framework and Experiment Design 
 

Bin Mai1, Thomas Parsons1, Victor Prybutok1, Kamesh Namuduri1 
1University of North Texas, Denton, U.S.A 

{bin.mai, thomas.parson, victor.prybutok, Kamesh.namuduri@unt.edu} 

 
Abstract: In this paper, we propose a conceptual model for information security 

(InfoSec) decision making that is based on cognitive science and neuroscience, 

and present a comprehensive framework of InfoSec decision making process. In 

addition, we illustrate a specific experiment design that could be used to 

investigate how specific automatic affective processes would impact specific 

components of the InfoSec decision making process.  
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1. Introduction 

The main focus of this paper is to present a basic framework for applying neuroscience 

concepts, theories, and tools to studying human decision making in information security 

situations. Information security (InfoSec) has been a significant issue in the society, 

exacerbated by the current “big data” environment in today’s global society [1]. By the 

very nature of information security, this field has been an intersection among engineering 

technology, economic incentive design, and human behavior [2]. Among the various 

aspects of InfoSec issues, human decision making during real InfoSec situations remains 

one of the most critical and under-investigated issues in InfoSec [3, 4].  After all, it is 

human decision making that ultimately determines the outcomes of InfoSec planning and 

implementation. By understanding the details how individuals make such decisions and 

how various factors could influence these decision making processes, we would be able to 

design better information systems artifacts, develop better policies and regulations, 

provide better training / education, construct a better culture and environment, all from the 

perspectives of facilitating the individuals to make better InfoSec decisions and thus 

achieve more desirable InfoSec outcomes. 

Traditionally, IS researchers interested in the determinants of behavior have 

emphasized controlled (conscious) processing of perceptions and intentions over 

automatic (unconscious) processing of information.  Quite often, researchers have studied 

InfoSec’s controlled decision making processes by analyzing data collected through 
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mostly surveys and interviews, constructing empirical models for decision making 

process, and developing analytical and quantitative models to derive optimal decision 

strategies, all based on the standard assumption of the decision makers being rational 

agents [5-7]. While this stream of research has yielded valuable insights towards InfoSec 

decision making, there exist significant gaps which are not well explained by the current 

methodologies [8]. 

Recently IS research has begun to emphasize the role that habit plays in the post-

adoption stage of usage, in which the behavior turn out to be more automatic and may be 

performed with a reduced amount of controlled (conscious) processing. Researchers have 

also studied the role of habit in InfoSec contexts [9-11]. However, one concern for current 

approaches to studying InfoSec decision making is that the use of self-report methods are 

insufficient for assessing user mental state given the profound limitations of survey 

methods for measuring relatively automatic (unconscious) heuristics and biases as they 

are less accessible to introspection [12]. Moreover, in search for more objective and 

comprehensive approaches to studying InfoSec decision making, researchers are 

increasingly embracing advances in neuroscience theories, techniques, and tools, such as 

psychophysiological metrics and neuroimaging techniques, because they offer promise in 

alleviating the limitations found in subjective self-reports through more direct and 

objective measurement of automatic processes [13]. Still, what are lacking in the InfoSec 

literature include a general framework to facilitate the investigation of InfoSec decision 

making with these new approaches, and some concrete examples for implementing this 

framework.  

In this paper, following the NeuroIS Research Framework proposed by [14], we 

formulate our research question as: how can we systematically incorporate relevant 

neuroscience theories, techniques, and tools into the study of InfoSec decision making to 

make it more objective, accurate, and realistic? In addressing this question, we make three 

contributions to the literature of InfoSec decision making. First we propose a general 

framework for InfoSec decision making that is based on cognitive science and 

neuroscience. Second, in our propose framework, we explicitly emphasize the different 

roles played by controlled cognitive processes and automatic affective processes. And last 

but not least, we describe a specific experiment design that could be used to investigate 

how specific automatic affective processes would impact specific components of the 

InfoSec decision making process. 

2. A General Framework for Neuro-scientific InfoSec Decision 

Making 

InfoSec decision making is one specific type of general decision making. However, there 

are two components that are particularly significant in the InfoSec decision making 

context: risk and uncertainty [15]. Within InfoSec context, risk often refers to the 

likelihood that information assets are insufficiently protected against certain types of 
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damages or loss [16]; and uncertainly usually refers to one form of manifestation of 

information asymmetry [17]. Traditionally, a widely accepted model for decision making 

has been the Observe–Orient–Decide–Act (OODA) Loop proposed by [18]. It is a model 

originally design for understanding decision making processes adopted by military 

commanders to enhance command and control. However, as [19] pointed out, the OODA 

model “has a number of problems as a framework of human decision making” including 

the failure to account for the “necessary dependence of perception on preexisting 

knowledge and concepts” during decision making. To address the deficiencies of the 

OODA paradigm, [19] proposed a cognitive science based framework of decision making, 

the CECA (Critique, Explore, Compare, Adapt) framework to model individual decision 

making. Although both OODA and its extension CECA originated within a military 

context, their acceptance and application have since gone beyond the military decision 

making situations, and have become an important decision model in a wide range of 

decision making scenarios including emergency response [20], system safety development 

[21], and significantly, InfoSec [3], in which it is pointed out that OODA and CECA 

“could be a usable framework for the security manager’s decision process” (p.60). In 

addition, the CECA framework specifically addresses the issues of risk and uncertainty. 

Therefore, in this paper we integrate this CECA paradigm with the OODA framework 

elements to model InfoSec decision making processes. The overall framework for the 

InfoSec decision making can thus be illustrated by the following figure: 

 
Fig. 1. The framework for InfoSec decision making 

 

More specifically, the InfoSec decision making process would include the 

following procedures: 

1. Situation analysis – (Observe / Orient)  

a. Recognizing whether this is an infosec situation (formulate 

questions/identify info needs, define security mission/develop security 

goals) 

2. Risk analysis (Explore) 

a. Threat analysis (what are the threats; the probability of the threats being 

realized; the damage if the threats are realized) 

b. Counter measure analysis (what are the counter measures; the 

effectiveness of the counter measures; the costs for implementing the 

counter measures) 

3. Trade-off analysis (Compare / Decide) 

a. Alternatives analysis (what are the available alternatives of actions to 

take) 

Observe / 

Orient: Situation 

analysis 

Explore:  
Risk analysis 

Compare / 

Decide:   Trade-

off analysis 

Adapt: Decision 

implementation 



b. Mental algebra (compute and compare the overall expected 

payoffs/costs of each alternative) 

c. Decide on which alternative to take 

4. Implement the decision (Adapt) 

a. Actually implement the decision once it is made. 

The above framework places significant emphasis on the role of information 

collection in each of the steps during decision making process, and thus focus more on the 

factors of controlled cognitive processes and their influence on the decision making 

process. However, as pointed out in previous section, the uncontrolled and automatic 

processes also play a significant role in influencing each of the steps of the decision 

making process. We need to extend the above framework to explicitly incorporate such 

factors to complement the existing controlled processes and provide a more 

comprehensive picture of InfoSec decision making. 

One field that holds great promise in contributing to the above goal of InfoSec 

decision making framework is neuroscience, which is the science that explains how 

human brain works. A component missing from most InfoSec scenarios research is the 

reality that controlled decision making may include affective recognition and evaluation 

of stimuli. Affective stimuli are particularly potent distracters that can reallocate 

processing resources and impair attentional performance [22]. In addition to the cognitive 

appraisal of a stimulus, affective reactions are characterized by psychophysiological 

changes (e.g., alterations in skin conductance and heart rate; as well as behavioral 

approach or avoidance) and involve a number of subcomponents occurring in frontal 

subcortical circuits [23-25]. According to models of neurovisceral integration, autonomic, 

attentional, and affective systems are simultaneously engaged in the support of self-

regulation [26, 27].  

Based on the above neuroscience findings, we expand the above general InfoSec 

decision making process model via the inclusion of a dual-process approach to modeling 

decision making, in which both automatic affective and cognitive processes perform 

essential roles in controlled decision making: 1) automatic processing is reflexive, rapid, 

and led by heuristics and biases. They operate automatically, intuitively, involuntarily, 

and effortlessly; and 2) controlled cognitive processing refer to the people’s reflective, 

logical, and rational decision making.  

Therefore, our proposed general framework for neuro-scientific InfoSec decision 

making can be illustrated by the following figure: 
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Fig. 2. A general framework for neuro-scientific InfoSec decision making 

 

Based on our propose framework, we lay out the foundation for the following 

tasks: (i) investigate and determine the neural correlates (brain areas) of automatic and 

controlled decision making during InfoSec situations; (ii) investigate and develop 

comprehensive models for automatic, as well as controlled, human decision making 

during InfoSec situations, aiming to incorporate/map the neural correlates of decision 

making processes; (iii) identify possible automatic affective and cognitive biases and 

associated neural processes during the controlled infoSec decision making; and (iv) design 

and develop mechanisms, based on theoretical foundations for decision making, to 

influence human decision making during information security situations, in order to 

overcome identified affective and cognitive biases and achieve optimal information 

security outcomes. 

3. A Research Experiment Design 

In this proposed project, we aim to establish an approach to cognitive (task engagement) 

and affective (arousal) state estimation for cyber threat detection. Based on our proposed 

model, this is a topic of the impacts of System 1 and 2 factors on the observe/orient 

process of InfoSec decision making. The psychophysiological signals from users could be 

logged as participants experience various stimulus modalities aimed at assessing 

automatic and controlled cognitive and affective processing. Psychophysiological metrics 

and event-related potentials (ERP) have been used to infer various aspects of an individual 

such as personality, memory and preferences. More specifically, the following 

methodologies can be adopted: 

 Psychophysiological Metrics for Establishing Indices of Arousal (System 1): 

Psychophysiological techniques (e.g., cardiovascular reactivity, skin conductance 

response, respiration, EEG source models of connectivity) allow for enhanced 

understanding of the ways in which emotion and cognition interact [28, 29]. In 

addition to autonomic measures and EEG spectral power and waveforms, interactions 

between pairs of EEG oscillations – such as phase synchronization and coherence – 
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implementation 
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have also been implicated in affective states of hedonic arousal [30].  

 Psychophysiological Metrics for Establishing Indices of Cognitive Control (System 

2): Using psycho-physiological metrics to measure cognitive processing has been 

widely used. Results suggest that autonomic and EEG engagement reflects 

information gathering, visual processing, and attention allocation [31].  

 Data Analytics: The psychophysiological data could then be filtered to get separate 

frequency bands to train cognitive-affective classifiers with classification techniques 

such as support vector machines, naïve Bayes, and k nearest neighbors [32]. 

A “Psychophysiological Baseline” would be established for each participant. To 

establish each participant’s “Psychophysiological Baseline” (minimum brain wave and 

autonomic activity) participants would be told “to relax and try not to think about 

anything” as they stare at a blank screen for 2:00 minutes. Next, the participant would 

take part in the following cognitive workload and arousal tasks to establish maximal 

physiological responses: 1) a “Two Picture Cognitive Task” would be used to establish a 

cognitive workload signature for the user [33]; 2) the International Affective Picture 

System (IAPS) would be used to establish the affective load signature of the user; and 3) 

the cyber threat scenario. Task presentation order would be counter-balanced across 

participants.  

To assess psychophysiological reactivity to the cyber threat scenario, we would 

compute reactivity scores for cognitive workload and affective load by 1) subtracting 

“Psychophysiological Baseline” values from the cyber threat scenario; and 2) comparing 

Cognitive and Arousal indices to values from the insider threat scenario. 

Due to length limit of the paper. We omit the description of our data analysis 

process. 

4. Conclusion 

In this paper, we proposed a general framework for neuro-scientific InfoSec decision 

making. The framework is based on cognitive science and incorporates two important 

categories of neural controls that would impact the InfoSec decision making processes: 

automatic affective executive controls and controlled cognitive executive controls. We 

illustrate how this proposed framework can be the foundation for the development of a 

comprehensive model of neuro-scientific InfoSec decision making, and discuss some 

specific research questions that can be addressed through our framework. In addition, we 

provide a detailed description of a scientific research experiment project that is based on 

our proposed conceptual framework. 

The immediate next step would be to embellish details of our basic framework, 

and accordingly identify specific automatic and controlled executive controls significant 

in InfoSec decision making behaviors. We would then hypothesize the functioning 

mechanisms of those controls in terms of how they impact the InfoSec decision making, 

and conduct lab experiment to empirically investigate those mechanisms. 
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Abstract. The objective of the article is to provide empirical support for cur-

riculum development to instructors using enactive learning in IS. Specifically, 

we are interested in understanding which instructional design, combining enac-

tive and vicarious learning, leads to the most effective learning achievement and 

development of self-efficacy. Specifically, we compare two different training 

sequences to determine which is the best combination of the two instructional 

designs (vicarious/enactive) to train people in using business dashboards effi-

ciently. In a controlled lab environment, we collected i) behavioral data (per-

formance, software interactions) ii) oculometric data and iii) self-assessed self-

efficacy data to assess the learning processes and strategies. Our results show 

that providing the vicarious training first when using a combination of enactive 

and vicarious learning leads to a higher self-efficacy increase. It also has a sig-

nificant impact on the attentional efficiency of students using dashboards in a 

business setting. 

 

Keywords: End user training · ERPsim · business intelligence · eye tracking 

1 Introduction  

End-user training is recognized to be a key factor in success of information system 

implementation [1,2]. Training end-users for the business intelligence and analytics 

technologies will be especially important since Gartner predicts that by 2017, most 

business users will have access to technologies that will enable them to prepare and 

analyze data [3]. Research suggest that enactive learning is a very effective way to 

engage new users with a system [4]. Enactive learning implies that the learning is a 

consequence of one’s interaction with and feedback from the environment [5]. How-

ever, research suggests that a combination of enactive learning and vicarious learning 

leads to greater learning outcomes compared to vicarious training alone [6,7]. Vicari-

ous learning suggests that the trainees learn by reflecting on their observation of 
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someone performing a targeted behavior [8] which means that one can learn by ob-

serving the actions of another person and the associated consequences [6].  

  If the best strategy is to combine enactive and vicarious training as suggested by 

research [6,7], it is important to determine the optimal order one should use these 

instructional designs in a IS training curriculum. Is it better to start with vicarious 

training activities followed by an enactive experience, or vice versa? We propose to 

answer this question by investigating the attentional efficiency of the participant. We 

conducted an eye tracking study to study in at which we controlled the order in which 

the participants received the vicarious and the enactive training.  

2 Literature review and hypothesis 

The eye movement research is based on the eye-mind assumption proposed by Just 

and Carpenter [9], according to which the attention is closely linked to the direction of 

the gaze. This assumption is valid as long as the visual environment is relevant to the 

task at hand [10]. 

Eye-tracking techniques have been used in several studies to understand the inter-

actions between cognitive processes and learning outcomes [11]. One of the interest-

ing feature of the eye-tracking method is that it provides a way to track the encoding 

and attentional processes occurring during the learning phase [10]. 

In the literature, temporal eye-tracking measures have been found to be the most 

widely used in learning related studies [12]. Visit duration (i.e. cumulative duration of 

fixation within an area of interest) is considered as an indicator of the total amount of 

cognitive processing engaged with the fixated information [13]. Indeed, it has been 

suggested in the literature that learners give more attention and more time to complex 

problems than intermediate or easier problems [10] [14]. 

Expertise have been shown in the literature to have an impact on eye movements 

during learning [15,16]. Jarodzka suggests that expert tend to attend more relevant 

features of a complex dynamic stimulus than novices, and that their attention remains 

focused on relevant areas [15]. This difference between experts and novices may also 

be found between individuals with smaller differences in expertise [17]. Besides, 

practice over a period of time has also been found to make individuals fixate faster 

and proportionally more on task relevant information [17].  

Prior knowledge is also a factor that has been identified in the literature as having a 

significant impact on measures of eye movements.  A study from Canham and He-

garty also suggest that newly acquired knowledge helped the learners focus their 

attention on task relevant knowledge and less on task irrelevant knowledge [19]. Their 

study consisted in two experiment in which the participants made inferences from 

weather maps before and after they received instruction about relevant meteorological 

principles [19]. Their results show that after receiving the instructions, the participants 

paid more attention to relevant information and less attention to irrelevant information 

[19]. We thus pose the following hypothesis:  

 

H1 : Vicarious training accelerates the attentional efficiency of the learner.  
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3 Method 

3.1 Participants 

To answer the research question, a between subject experimental design with two 

conditions has been chosen. The conditions assigned to each subject determined the 

order in which they received the enactive and vicarious trainings. 

During the experiment, each subject had to follow both a 15 minutes vicarious and 

a 15 minutes enactive training session. In the first condition, the participants were first 

given the vicarious training. The vicarious training consisted of a fifteen minutes 

demonstration video including a voiceover explaining the different principles that 

guided the creations of the different indicators and which of them were useful in the 

context of a given task. The participants then received the enactive part of the training 

in which they were asked to perform a task in the simulated business environment, i.e. 

ERPsim (Montréal, Canada) [20] using an online dashboard and a SAP GUI. 

As illustrated in figure 1, the participants that were in the second condition fol-

lowed the same protocol, but they received the enactive training first and then re-

ceived the vicarious training. All the participants were asked to answer questionnaires 

assessing learning outcomes such as higher self-efficacy, objective knowledge, per-

ceived difficulty of the training or satisfaction with the learning process [6,7] before, 

between, and after the trainings. 

Fig. 1 Experiment timeline for both conditions 

 

The experiment received the approval from Research Ethics Board of our institu-

tion. Thirty participants were recruited through a student panel that is comprised of 

university subjects between the ages of 18 and 35. Each experiment lasted 2 hours and 

the participants were given a compensation of 30$.   

2.3        Design and Apparatus  

  The study was conducted using a platform to simulate a business environment 

called ERPsim [20]. The ERPsim games are known for providing a realistic business 

context in which trainees are using a real ERP system (i.e. SAP (Walldorf, Germany)) 

to manage their organization [4], [20,21,22]. Specifically, the “Logistics” variant of 

the game, has been used for this experiment to provide the enactive learning context. 

The task involving ERPsim required the participants to make business decisions re-
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garding the quantity of each of their 6 products that were to be sent in the three avail-

able regions.  

To help them execute the task in ERPsim, the participants were provided a self-

refreshing dashboard that displayed data for sales, inventory, and financial perfor-

mance as well as a memory aid for the different rules of the game. The visual portion 

dashboards were designed using the design principles from Stephen Few’s books 

Show me the Numbers [23] and Information Dashboard Design [24]. The Dashboard 

contained four types of indicators: useful information, well presented; useful infor-

mation, badly presented; useless information, well presented; useless information, 

badly presented. In total, 4 versions of the dashboard were produced to randomize the 

disposition of the indicators in the screen. 

2.4 Instrumentation 

2.4.1 Attentional Efficiency: We define the attentional efficiency as the learner’s 

ability to identify and process rapidly relevant information from the dashboards. The 

participant’s attentional efficiency was assessed using the visual attention of the par-

ticipant during the experiment. Visual attention is measured using eye-tracking devic-

es (Tobii X60) monitoring participant’s gaze. Visual attention provide an objective 

measure of what participants were considering in the dashboard to make decision 

[25]. Average visit duration was assessed for each type of indicator on the dashboard 

because it provides clear information on the time it takes the participants to process 

the information.  

2.4.2 Learning Outcomes : Learning outcomes, and perceived difficulty of the 

training, were measured using questionnaires that were developed with the learning 

outcomes constructs from the literature [7]: a) participant’s learning (objective 

knowledge) was measured by true or false questions with a certitude component, b) 

participant’s perceived understanding of the dashboard design principles and c) the 

dashboard self-efficacy construct were measured using adapted elements from the 

self-efficacy items from Hollenbeck and Brief [26] to fit the experimental context of 

business dashboards, d) the participants capacity to apply knowledge of dashboard 

usage was assessed with items oriented towards the main topics covered in Few 

[23,24], e) the level of satisfaction with the learning process was measured using the 

scale from Green and Taber [27], e) the perceived enterprise system management 

knowledge construct was measured using the items from Cronan and al.[22]. 

4 Results and Discussion 

To assess the attentional efficiency used during the training, we analyzed the par-

ticipant’s eye tracking data gathered during the enactive training. The vicarious train-

ing was excluded to avoid a bias linked to the explanations attracting attention to 

specific regions of the screen. The 15 minutes of the enactive training was divided in 

three 5 minutes’ segments to be able to differentiate the ability of the participants at 

different points during the training. For the analysis, the indicators were regrouped 
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into the four categories mentioned above and we regressed the average visit duration 

for each of the categories. One of the main purposes of a dashboard being to allow the 

user to quickly identify things that deserve attention and might require action [24]. 

The results indicate that there are no significant differences between the two condi-

tions for average visit duration on the indicators presenting useful information well-

presented. However, the condition 2 (enactive first) spent significantly more time on 

average every time they visited the indicators that presented either useless information 

or a badly presented information or both of them (see table 1). For example, the par-

ticipants that did not receive the vicarious training, stayed 0.5 seconds (coefficient 

value) longer (p = 0.028**) than their counterparts every time they visited an indica-

tors showing useful information badly represented.  

This is interesting because even though they had not received the vicarious train-

ing, the participants from condition 1 (vicarious first) were still able to interpret the 

data from the good indicators as rapidly as those who had received the vicarious train-

ing. Also, after only 15 minutes of enactive training, participants from condition 2 

(enactive first) managed to catch up those in condition 1 (vicarious first) by reducing 

the difference to insignificant levels in the average visit duration for the indicators 

showing useless information well presented. This shows that even though they start 

without prior knowledge of business dashboard principles, subject from condition 2 

(enactive first) progressed quickly in the interpretation of the different types of indica-

tors. We thus accept our hypothesis that vicarious training accelerates attentional 

efficiency, but we also observe that the effect seems to wear out as enactive learners 

are able to catch up rapidly. It is also interesting that the version of the dashboard did 

not have any significant impact on the attentional efficiency of the participants.  

 

Table 1. Summary of attentional efficiency results: Regressions of the average visit 

duration (s) by condition for each type of indicators at the beginning (T1) and the end 

(T3) of the enactive training. The coefficient values represent the increase average 

visit duration for condition 2 (enactive first) participants. 

Indicator Type 

T1 T3 

Coefficient 

(s) 

P-value Coefficient 

(s) 

P-value 

Useful information, well presented - - - - 

Useful information, badly presented 0.50 0.028** 0.48 0.003*** 

Useless information, well presented 0.23 0.078* - - 

Useless information, badly present-

ed.    
0.29 0.009*** 0.24 0.046** 

*= P<0.1; **= P<0.05; ***= P<0.01; ****= P<0,001 

 

While the main objective of the paper was not to compare the learning outcomes, 

we observe that out of the learning outcomes measured, the order in which the partic-

ipants received the training only had a significant impact on the of dashboard self 

efficacy and perceived enterprise system management knowledge. Precisely, the par-

ticipants that started with the enactive training had a lower increase in self efficacy 
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(Coef. -.55, p-value = 0.079*), but had a higher increase in their perceived enterprise 

system management knowledge (Coef. .54, p-value = 0.079*). This means that there 

were no significant differences between the two groups for the increase in objective 

knowledge at the end of the experiment. This suggest that both groups progressed the 

same no matter the sequence in which the trainings were provided. There were also no 

significant differences between the two groups for the perceived difficulty of the 

training and the satisfaction with the training process at the end of the experiment.  

5 Conclusion 

Eye-tracking results indicate (visit duration) that the sequence in which vicarious 

and enactive training occurs has a significant impact on the visual search patterns of 

students. However, the participants that did not receive the vicarious training before 

the enactive one managed to interpret data from the good indicators as quickly as 

those who had received the vicarious training and the difference reduces quickly after 

less than 15 minutes of training. 

Learning outcome results suggest that the order in which vicarious and enactive 

training are provided has no impact on objective knowledge acquisition, satisfaction 

and perceived difficulty of the training process, and on the trainee’s perception of 

their own knowledge of dashboard concepts. However, participants who received the 

vicarious training first, had a higher increase in their dashboard self efficacy, but had 

a lower increase in their understanding of enterprise system management knowledge 

than the participants that started with the enactive training. This implies that providing 

vicarious training first could lead to a higher academic performance in time compared 

to training methods where the enactive training is provided first because the correla-

tion between self-efficacy and performance is stronger after a time lapse from the 

beginning of the learning experience [28]. 

Thus, based on our results, instructors should begin with the vicarious training 

when using a combination of enactive and vicarious training to optimize objective 

knowledge acquisition and the feelings of self efficacy. We prioritize the acquisition 

of self efficacy because it has been suggested in the literature that it has an impact on 

future performance whereas such evidence has not yet been demonstrated for the 

enterprise system management knowledge construct. 

Finally, we conclude that eye-tracking can be a useful tool for the study of learning 

process of IS user as it can detect how learners process certain material [29]. It could 

allow researchers to compare pedagogical scenarios and propose efficient training 

methods based on empirical data.  
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